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Audit Overview

Project: Uniswap

Repository: https://github.com/Cecuro/uniswap-v3-core
Audit Date: March 2, 2026

Commit: d8b1c635

Scope: 35 files
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CRITICAL HIGH MEDIUM INFO

Security audit completed.
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https://github.com/Cecuro/uniswap-v3-core
https://github.com/Cecuro/uniswap-v3-core/tree/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb

Audit Scope

The following 35 files were included in this security audit:

contract s/ NoDel egat eCal | . sol contracts/libraries/Fi xedPoi nt 128. sol
contracts/ Uni swapV3Fact ory. sol contracts/libraries/Fi xedPoi nt 96. sol
cont ract s/ Uni swapV3Pool . sol contracts/libraries/Full Math. sol

cont ract s/ Uni swapV3Pool Depl oyer . sol contracts/libraries/LI CENSE
contracts/interfaces/| ERC20M ni nal . sol contracts/libraries/LICENSEMT
contracts/interfaces/| Uni swapV3Factory. sol contracts/|ibraries/LiquidityMth.sol
contracts/interfaces/| Uni swapV3Pool . sol contracts/libraries/LowGasSaf eMat h. sol
contr i’ict s/interfaces/| Uni swapV3Pool Depl oy- contracts/libraries/ O acle.sol

er.so

contracts/libraries/Position.sol
contracts/interfaces/call back/ | Uni swapV3Fl ash-

Cal | back. sol contracts/libraries/ Saf eCast. sol
contracts/interfaces/call back/| Uni swapV3M nt - contracts/libraries/ SqrtPriceMath. sol
Cal | back. sol

contracts/|ibraries/ SwapMat h. sol
contracts/interfaces/callback/ | Uni swapV3Swap-

Cal | back. sol contracts/libraries/Tick.sol
contracts/interfaces/pool /I Uni swapV3Pool Ac- contracts/libraries/TickBitmap.sol
tions. sol

contracts/libraries/Ti ckMath. sol
contracts/interfaces/pool /| U
ni swapV3Pool Deri vedSt at e. sol contracts/libraries/ TransferHel per.sol

contracts/interfaces/pool /I U contracts/|ibraries/ Unsaf eMat h. sol
ni swapV3Pool Event s. sol

contracts/interfaces/pool /| Uni swapV3Pool | m
nmut abl es. sol

contracts/interfaces/ pool /I Uni swapV3Pool Oaner -
Acti ons. sol

contracts/interfaces/pool /| Uni swapV3Pool -
St at e. sol

contracts/|ibraries/BitMath. sol
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https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/NoDelegateCall.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Factory.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3PoolDeployer.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/IERC20Minimal.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/IUniswapV3Factory.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/IUniswapV3Pool.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/IUniswapV3PoolDeployer.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/callback/IUniswapV3FlashCallback.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/callback/IUniswapV3MintCallback.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/callback/IUniswapV3SwapCallback.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolActions.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolDerivedState.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolEvents.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolImmutables.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolOwnerActions.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolState.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/BitMath.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/FixedPoint128.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/FixedPoint96.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/FullMath.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/LICENSE
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/LICENSE_MIT
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/LiquidityMath.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/LowGasSafeMath.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Position.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/SafeCast.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/SqrtPriceMath.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/SwapMath.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Tick.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/TickBitmap.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/TickMath.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/TransferHelper.sol
https://github.com/Uniswap/v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/UnsafeMath.sol

Findings

LOW

Overly permissive Solidity pragmas are incom-
patible with used language features and arith-
metic assumptions

Locations:
contracts/libraries/Ti ckMath. sol : 2
contracts/|ibraries/ TickMath. sol : 48
contracts/|ibraries/Tick.sol:2
contracts/|ibraries/Tick.sol:48
contracts/libraries/SqgrtPriceMath. sol: 2
contracts/libraries/SqgrtPriceMath. sol: 79-90
contracts/|ibraries/Full Mth. sol:2

contracts/libraries/Full Math. sol : 120

Description:
Several scope libraries declare compiler pragmas that suggest compatibility with older

Solidity versions, but the implementations use t ype(T) . nmax /type(T). m n, which
requires Solidity >=0.6.8. In addition, some math patterns rely on pre-0.8 unchecked

arithmetic (wrapping) semantics.

This is a business-logic risk because downstream users/forks/integrations may select

a compiler version that appears allowed by the pragma but either:

 fails to compile (older solc), or

e compiles after pragma edits but changes arithmetic semantics (e.g., moving
toward 0.8 without auditing overflow/underflow behavior), potentially breaking
swap/price/fee math.

Evidence:
e TickMat h. sol declares pragma solidity >=0.5.0 <0.8.0; butuses

type(ui nt 256) . max:
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/TickMath.sol#L2
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/TickMath.sol#L48
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Tick.sol#L2
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Tick.sol#L48
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/SqrtPriceMath.sol#L2
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/SqrtPriceMath.sol#L79-L90
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/FullMath.sol#L2
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/FullMath.sol#L120
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if (tick >0) ratio = type(uint256).max / ratio;

* Tick. sol declares pragnma solidity >=0.5.0 <0.8.0; butuses
type(ui nt 128) . max:

return type(uint128). max / nunili cks;

e SgrtPriceMath. sol declares pragma solidity >=0.5.0; butuses
t ype(ui nt 160) . max:

amount <= type(uint160).max ? ... @ ...

e Ful I Mat h. sol declares pragma solidity >=0.4.0 <0.8.0; butuses
t ype(ui nt 256) . nax:

require(result < type(uint256). max);

Impact:
» Misleading version ranges can cause integrators to believe a compiler is support-

ed when itis not, or to “fix” pragmas in a fork and inadvertently change arithmetic
semantics, leading to silent economic/accounting deviations or unexpected re-
verts in core math.

Recommendation:
Tighten pragmas (or add explicit documentation) to the true supported compiler

range and explicitly document reliance on unchecked arithmetic where applicable.
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INFO

TransferHelper.safeTransfer vulnerable to re-
turndata-bomb gas/memory DoS

Locations:
contracts/|ibraries/ TransferHel per.sol : 14-22
contract s/ Uni swapV3Pool . sol : 503-510
contract s/ Uni swapV3Pool . sol : 771- 784
contracts/ Uni swapV3Pool . sol : 791- 809

contract s/ Uni swapV3Pool . sol : 856- 865

Description:
Tr ansf er Hel per. saf eTr ansf er uses a high-level low-level call that copies the full

returndatainto memory (byt es nenory dat a). A malicious or upgradeable ERC-20
can return an extremely large returndata payload ("returndata bomb"), forcing mas-
sive memory expansion and/or copy costs, causing the call to run out of gas and

revert.

This is a computational-bounds / resource-exhaustion issue: the gas cost is con-
trolled by the token contract (and indirectly by the caller choosing tokens), not by the
pool.

Vulnerable Code:
contracts/libraries/ TransferHel per. sol : 14- 22

(bool success, bytes nenory data) =
t oken. cal | (abi . encodeW t hSel ect or (| ERC20M ni mal . transfer. sel ector, to, value));

requi re(success & (data.length == 0 || abi.decode(data, (bool))), 'TF);

Why this matters in-core:
The pool uses Tr ansf er Hel per . saf eTr ansf er in multiple core state transitions (ex-

amples):

* coll ect () pays out fees to LPs (Uni swapV3Pool . sol : 503-510)
* swap() pays output to reci pi ent (Uni swapV3Pool . sol : 771- 784)

e flash() transfers the flash amounts to r eci pi ent (-
Uni swapV3Pool . sol : 805- 808)
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/TransferHelper.sol#L14-L22
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L503-L510
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L771-L784
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L791-L809
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L856-L865
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» col | ect Protocol () pays protocol fees (Uni swapV3Pool . sol : 856- 865)

Any of these can be made to OOG-revert if t oken0 or t okenl returns very large

returndata on t r ansf er, effectively bricking these operations for that pool.

Impact:
* High impact DoS (per affected pool): swaps, fee collection, protocol fee col-
lection, and flash payouts can become unexecutable within block gas limits.

 If the token is upgradeable, the pool can be bricked after deployment by upgrad-
ing token logic to returnbomb.

Recommendation:
Avoid copying unbounded returndata for ERC-20 calls. Use an assembly pattern that:

» performs the call,

» only inspects r et ur ndat asi ze up to 32 bytes (or strictly enforces 0/32-byte
return),

» does not allocate/copy arbitrary-length returndata into memaory.
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INFO

Callback implementers can be fooled if they au-
thenticate pools by trusting "pool.factory() /im-
mutables (pool constructor trusts unverified de-
ployer-supplied parameters)

Locations:
contracts/interfaces/| Uni swapV3Pool Depl oyer. sol : 8- 25
contracts/interfaces/call back/ I Uni swapV3SwapCal | back. sol : 7- 15
contracts/interfaces/call back/ | Uni swapV3M nt Cal | back. sol : 7-12
contracts/interfaces/call back/ I Uni swapV3Fl ashCal | back. sol : 7-12

contracts/ Uni swapV3Pool . sol : 117-123

Description:
A common (but unsafe) pattern for callback implementers is to authenticate the pool

by reading pool immutables like f act ory(), t oken0(), t oken1(), or fee(). This
is risky because the pool contract’s constructor blindly trusts | Uni swapV3Pool De-

pl oyer (nsg. sender) . paraneters() .

An attacker can deploy an *arbitrary* contract implementing par anet er s() and then

deploy a Uni swapV3Pool instance whose immutables claim:

o factory == canoni cal Factory
» tokenO/tokenl/feel/tickSpaci ng chosen by attacker

Such a pool was not deployed by the canonical factory, but naive authentication
like requi re(l Uni swapV3Pool (nsg. sender) . factory() == canoni cal Fact ory)

will pass.

The callback interface docs say: > “The caller of this method must be checked to be

a UniswapV3Pool deployed by the canonical UniswapV3Factory.”

...but they do not warn that checking the pool’s reported f act or y() is insufficient.

Evidence:
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/IUniswapV3PoolDeployer.sol#L8-L25
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/callback/IUniswapV3SwapCallback.sol#L7-L15
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/callback/IUniswapV3MintCallback.sol#L7-L12
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/callback/IUniswapV3FlashCallback.sol#L7-L12
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L117-L123
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Pool constructor trusts deployer parameters:

(factory, tokenO, tokenl, fee, _tickSpacing) = I Uni swapV3Pool Depl oyer (nsg. sender) . par anet ers-

O)¢

Impact:
Downstream callback implementers can be drained if they:

 treat pool . factory() (or other immutables) as authoritative, instead of

e computing/verifying the pool address via canonical factory’s get Pool () or CRE-
ATE2 derivation.

Recommendation:
Explicitly document that pool . f act or y() and other immutables are not sufficient

for authentication; implementers must validate that nsg. sender equals the canonical
factory’s registered pool for the given (t oken0, tokenl, fee) (or verify via CRE-
ATEZ2 + init code hash).
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INFO

Core contracts are not proxy/upgrade-safe: con-
structor-only initialization and immutables will
brick or misconfigure proxy deployments

Locations:
contracts/ Uni swapV3Factory. sol : 22- 32
contracts/ Uni swapV3Factory. sol : 34-72
cont ract s/ Uni swapV3Pool . sol : 41-55
contract s/ Uni swapV3Pool . sol : 117-123

contracts/ NoDel egateCal | . sol : 8-26

Description:
The Uniswap V3 core contracts in scope are not compatible with upgradeable

proxy patterns, but there are no explicit guardrails preventing a proxy deploy-
ment. If a deployer/integrator attempts to make these contracts upgradeable by plac-
ing them behind a proxy (transparent/UUPS/minimal proxy), critical initialization per-
formed in constructors will not run, and the pool’s immutable configuration will not be

proxy-specific.

This results in bricked deployments (e.g., factory owner remains addr ess(0) and
fee tiers are never enabled) and/or misconfigured pools (immutables resolve to the
implementation’s embedded constants under DELEGATECALL, not the proxy’s desired

per-pool configuration).

Evidence:

Factory relies on constructor for essential initialization:
Uni swapV3Fact ory sets owner and enables initial fee tiers only in the constructor:

constructor () {
owner = nsg. sender;

f eeAmount Ti ckSpaci ng[ 500] = 10;

}...

(contracts/UniswapV3Factory.sol:22-32)
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Factory.sol#L22-L32
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Factory.sol#L34-L72
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L41-L55
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L117-L123
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/NoDelegateCall.sol#L8-L26
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If used via a proxy, the constructor does not run, so:

e owner stays addr ess(0)
» feeAnmount Ti ckSpaci ng[ . ..] stays O for all fees

This bricks core functions:

int24 tickSpacing = feeAnmount Ti ckSpaci ng[fee];

require(tickSpacing != 0);

(contracts/UniswapV3Factory.sol:43-45)

and prevents recovery because enabling fees is owner-gated:

requi re(nsg. sender == owner);

(contracts/UniswapV3Factory.sol:61-63)

Pool uses immutables and constructor-time parameterization:
The pool’s critical configuration is immutable:

address public inmmutable override factory;

address public i mutabl e override tokenO;

address public inmutable override tokenl;

ui nt24 public i mutable override fee;

int24 public inmmutable override tickSpacing;

ui nt 128 public inmutabl e override maxLi quidityPerTick;

(contracts/UniswapV3Pool.sol:41-55)

and is set only in the constructor by reading deployer parameters:

(factory, tokenO, tokenl, fee, _tickSpacing) = | Uni swapV3Pool Depl oyer (nsg. sender) . par anet ers-

O

(contracts/UniswapV3Pool.sol:117-123)

Under proxy DELEGATECALL, immutables resolve to values embedded in the *imple-
mentation bytecode*, so a single implementation cannot safely serve multiple proxy

instances with different (tokenO, token1, fee, tickSpacing).
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NoDelegateCall partially blocks proxy usage but doesn’t prevent it at
deployment time:

NoDel egat eCal | causes noDel egat eCal | -guarded methods to revert when invoked

via proxy delegatecall:

requi re(address(this) == original);

(contracts/NoDelegateCall.sol:18-20)

This makes proxy deployments fail in surprising ways (some methods revert, others

may still execute), rather than failing fast at deployment.

Impact:
High operational risk / protocol bricking in any deployment that mistakenly uses

proxy patterns:

» Factory owner and fee tiers not initialized ' pools cannot be created and fees
cannot be enabled.

» Pool logic cannot be safely upgraded via proxy because immutables are fixed in
the implementation.

» Partial noDel egat eCal | coverage can lead to confusing “partially working” prox-
ies, increasing the chance of misconfiguration and stuck assets in integrator

wrappers.

Recommendation:
» Explicitly document that these contracts are not upgradeable and must not be

used behind proxies.

» Consider adding hard anti-proxy guardrails (e.g., deployment-time checks or
consistently applying noDel egat eCal | to *all* external entrypoints) if you want
to fail closed under delegatecall/proxy environments.
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INFO

Factory can enable fee tiers with extremely small
tickSpacing, increasing worst-case swap steps
and making pools impractical under gas limits

Locations:
contracts/ Uni swapV3Factory. sol : 61- 68
contracts/ Uni swapV3Pool . sol : 640- 731

contracts/|ibraries/Ti ckBit map. sol : 34-76

Description:
Uni swapV3Fact ory. enabl eFeeAnount () allows the factory owner to configure

ti ckSpaci ng as low as 1 (it only requires ti ckSpacing > 0 && tickSpacing <
16384).

Very small ti ckSpaci ng increases the number of discrete price boundaries that
can be traversed during a swap, which increases the number of iterations in
Uni swapV3Pool . swap() 's step loop. Even if no ticks are initialized, t i ckBi t map. nex-
tinitializedTi ckWthi nOneWrd() advances at most one bitmap word per step
(256 * tickSpacing ticks), so worst-case steps scale roughly with pri ceRange / (256

* tickSpacing).

As a result, a fee tier misconfigured with a very small t i ckSpaci ng can create pools
where large (or adversarially constructed) swaps routinely exceed gas limits and re-

vert.

Evidence:
Factory permits small tickSpacing:

require(tickSpacing > 0 & tickSpacing < 16384);

(contracts/UniswapV3Factory.sol:67)

Swap loop iterates per step:
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Factory.sol#L61-L68
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L640-L731
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/TickBitmap.sol#L34-L76
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whi | e (state.anpunt SpecifiedRenaining !'= 0 & state.sqrtPriceX96 != sqrtPriceLimtX96) {
(step.tickNext, step.initialized) = tickBitmap.nextlnitializedTi ckWthi nOneWr d(
state.tick,
ti ckSpaci ng,

zer oFor One

DE

(contracts/UniswapV3Pool.sol:641-650)

Tick bitmap search is bounded to one word (256 bits) from the starting point:

@eturn next The next initialized or uninitialized tick up to 256 ticks away fromthe
current tick

function nextlnitializedTi ckWthinOneWord(...)

(contracts/libraries/TickBitmap.sol:34-76)

Impact:
» Configuration-driven computational DoS: a newly enabled fee tier (and pools
created under it) can be hard/impossible to trade through for swaps that need to
move across many steps, leading to frequent OOG reverts.

» This risk is amplified when LPs also initialize many ticks (dense liquidity), since
smaller ti ckSpaci ng increases the maximum possible tick density.

Recommendation:
e Consider enforcing a minimum tickSpacing (or tier-specific minimums) based
on gas budget assumptions.

* If flexibility is required, document that fee tiers with very small t i ckSpaci ng can
make swaps impractical and should be avoided on gas-constrained chains.
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INFO

Factory createPool() does not validate token ad-
dresses are contracts, allowing creation of pools
that cannot function (EOA/non-ERC20 tokens)

Locations:
contracts/ Uni swapV3Factory. sol : 35-51

contract s/ Uni swapV3Pool . sol : 137- 155

Description:
Uni swapV3Fact ory. cr eat ePool () validates that tokens are non-zero and distinct,

but it does not validate that t oken0/t okenl are contracts or implement the expected
ERC-20 interface.

As a result, anyone can create a pool for arbitrary addresses (including EOAS). Such
pools will later revert on core operations because the pool assumes the token ad-

dresses respond to bal anceOf () .

This is an input-validation gap that can lead to creation of unusable pools and can

confuse users/integrators relying on Pool Cr eat ed events.

Evidence:
Factory does not check ext codesi ze(t oken):

requi re(tokenA ! = tokenB);
(address tokenO, address tokenl) = tokenA < tokenB ? (tokenA, tokenB) : (tokenB, tokenA);
requi re(token0 != address(0));

pool = depl oy(address(this), tokenO, tokenl, fee, tickSpacing);
em t Pool Creat ed(token0O, tokenl, fee, tickSpacing, pool);

Pool requires bal anceCf () to succeed and return at least 32 bytes:

(bool success, bytes nmenory data) =
t okenO. st aticcal | (abi . encodeW t hSel ect or (| ERC20M ni nal . bal anceX . sel ect or, address(this-

)));

requi re(success && data.length >= 32);
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Factory.sol#L35-L51
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L137-L155
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Impact:
e Users can create pools that are permanently unusable (core functions revert due

to token calls returning empty data).

e Event-driven indexers/Uls that do not validate token contracts can surface mis-
leading pools, increasing phishing/confusion risk.

Recommendation:
If unusable pools are not desired, validate that t oken0 and t okenl have code (-

ext codesi ze > 0) and/or perform an ERC-20 interface sanity check. If permission-
less “predeploy token addresses” is intended, explicitly document this risk for index-

ers/Uls.
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INFO

Factory ownership can be irreversibly bricked
by setting owner to address(0), permanently dis-
abling protocol-fee administration/collection

Locations:
contracts/ Uni swapV3Factory. sol : 54- 58
contracts/ Uni swapV3Pool . sol : 111-115

cont ract s/ Uni swapV3Pool . sol : 836- 868

Description:
Uni swapV3Fact ory. set Oaner () allows the current owner to set the factory owner

to addr ess(0) (or any non-functional address) without any validation.

Because Uniswap V3 pools gate protocol-fee administration and collection via on-
| yFact or yOawner (which checks nsg. sender == | Uni swapV3Factory(fact o-

ry).owner () ), setting the factory owner to addr ess(0) permanently disables:

e Uni swapV3Fact ory. enabl eFeeAnount () and future set Oaner () calls
* Uni swapV3Pool . set FeePr ot ocol () on all pools
* Uni swapV3Pool . col | ect Prot ocol () on all pools

If protocol fees have been enabled (non-zero sl ot 0. f eePr ot ocol ) at any point, re-

nouncing/bricking ownership can also:

» Permanently lock accumulated protocol fees in pr ot ocol Fees inside each pool

» Leave protocol fees enabled indefinitely (cannot be turned off), reducing LP fee
share while the protocol share becomes uncollectable

This is an access-control footgun: a single mistaken transaction can cause permanent

loss of privileged control and permanent loss/lock of protocol-owned fees.

Vulnerable Code:

Factory owner can be set to any address (including 0):
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Factory.sol#L54-L58
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L111-L115
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L836-L868
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functi on set Omer (address _owner) external override {
require(nsg. sender == owner);
em t Omner Changed(owner, _owner);

owner = _owner;

}

Pools rely on factory owner for privileged operations:

nodi fier onlyFactoryOamer () {
requi re(nsg. sender == | Uni swapV3Factory(factory).owner());

: :

function setFeeProtocol (...) external override |ock onlyFactoryOmer { ... }
function collectProtocol (...) external override |ock onlyFactoryOmer returns (...) { ...

Impact:
High impact on protocol governance and protocol-fee funds:

» Permanent denial-of-service of all owner-only methods
» Potential permanent lock/burn of protocol fees across all pools

» Potentially permanent reduction of LP fee share if protocol fee was enabled and
cannot be turned off

Recommendation:
Add validation and safer ownership handover:

* Reject _owner == address(0) unless explicit renounce is intended and safe.
o Prefer a two-step transfer (propose/accept) to prevent accidental bricking.

 If renounce is required, consider requiring protocol fees to be disabled and
protocol fees to be fully collected (or explicitly swept) before allowing renounce.

cecuro
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INFO

Flash-based donation mechanism can be
front-run by temporary in-range liquidity to cap-
ture most of the donation

Locations:
contracts/interfaces/ pool /| Uni swapV3Pool Acti ons. sol : 83-96

contract s/ Uni swapV3Pool . sol : 790- 834

Description:
flash() is explicity documented as a way to “donate underlying tokens pro-rata to

currently in-range liquidity providers” by calling it with anount { 0, 1} =0 and transfer-

ring tokens in the callback.

Because donation distribution is based on the current in-range liquidity (_I'i qui d-
ity = liquidity atthe start of fl ash()), an MEV actor can front-run an intend-
ed donation transaction by: 1) minting a large, highly concentrated in-range position
immediately before the donation, 2) letting the donation execute (which increases
f eeG owt h@ obal {0, 1} X128), 3) burning/collecting immediately after.

This can capture the majority of the donated tokens with minimal market risk, effec-

tively diverting donations away from long-term LPs.

Evidence:

Interface advertises donation use-case:

@lev Can be used to donate underlying tokens pro-rata to currently in-range liquidity
provi ders by calling

with O amount{0, 1} and sending the donation anount(s) fromthe call back
function flash(address recipient, uint256 amountO, uint256 amountl, bytes call data data)
external ;

Implementation distributes based on current in-range liquidity:

uint128 _liquidity = liquidity;

feeG owt h@ obal 0X128 += Ful | Mat h. mul Di v(pai dO - feesO, FixedPoint128.QL28, _liquidity);
feeGrow h@ obal 1X128 += Ful | Mat h. mul Di v(pai d1 - feesl, FixedPoint128.Q128, _liquidity);
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolActions.sol#L83-L96
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L790-L834
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Impact:
 Intended “donations” can be economically captured by MEV/JIT liquidity, re-

ducing the effectiveness of donation/bribing schemes.

* Any external incentive system that relies on f eeG owt hd obal as a signal can
be manipulated by a donor + JIT attacker combination.

Recommendation:
Donors/integrations should not assume donations will accrue to “current long-term

LPs”. If targeted distribution is required, use mechanisms that cannot be diluted by
temporary liquidity (e.g., explicit recipient lists, merkle distributions, or time-weighted

liquidity eligibility).

cecuro
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INFO

Just-in-time (JIT) liquidity via same-block
mint/burn can siphon swap fees from passive
LPs (MEV value leakage)

Locations:
contracts/ Uni swapV3Pool . sol : 301- 453
contract s/ Uni swapV3Pool . sol : 455-543
cont ract s/ Uni swapV3Pool . sol : 688-691

contract s/ Uni swapV3Pool . sol : 757- 765

Description:
The pool’s fee model accrues swap fees to *in-range liquidity at the time of the swap*

via f eeG owt hd obal {0, 1} X128. Because liquidity can be added and removed per-
missionlessly and immediately (mint/burn) and fees are realized when a position is

updated, an MEV searcher can:

1) Mint a very narrow, high-liquidity position just before a large swap, 2) Let the victim
swap execute and pay fees, 3) Burn immediately after to realize almost all earned
fees, 4) Optionally collect and withdraw.

This is the well-known JIT liquidity / liquidity sniping pattern. It is an economic
attack on passive LPs: fees from organic flow are captured by MEV bots that take

near-zero price exposure by only being in-range for a single swap/block.

Evidence:

Fees accrue to global fee growth during swap:

cont ract s/ Uni swapV3Pool . sol
if (state.liquidity > 0)

state. feeG owt hd obal X128 += Ful | Mat h. mul Di v(st ep. feeAmount, Fi xedPoi nt 128. Q128, state. -
liquidity);

(Uni swapV3Pool . sol : 688-691)
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L301-L453
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L455-L543
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L688-L691
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L757-L765

Positions realize fees when updated:

contract s/ Uni swapV3Pool . sol
(ui nt 256 feeG owt hl nsi de0X128, uint256 feeG owt hl nsi de1X128) =

ticks. get FeeG owt hlnside(...);

posi tion.update(liquidityDelta, feeG owthlnside0X128, feeG owthlnsidelX128);

(Uni swapV3Pool . sol : 439- 442)

Liquidity can be added/removed immediately:

function mint(...) external override |ock returns (uint256 anpuntO, uint256 amountl) { ...

function burn(...) external override |ock returns (uint256 amountO, uint256 amountl) { ...

(Uni swapV3Pool . sol : 455-543)

Impact:
» Value leakage over time for passive LPs: Fee revenue is systematically

siphoned by MEV bots around large swaps, reducing returns for LPs providing
continuous liquidity.

e Increased MEV and worse user outcomes: Searchers compete to win these
bundles, potentially increasing effective transaction costs and adverse selection.

Recommendation:
 Ifthe intended design is to reduce JIT liquidity, consider protocol-level mitigations
(e.g., fee rebates that depend on time-in-range, cooldowns, or other anti-MEV
mechanisms). These are non-trivial and may have tradeoffs.

e At minimum, document JIT liquidity risk for LPs and integrators; encourage LP
strategies that account for MEV/toxic flow (e.g., wider ranges, dynamic rebalanc-
ing, or using higher fee tiers where appropriate).
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INFO

Permissionless pool initialization enables MEV
price-setting against first liquidity providers

Location:

cont ract s/ Uni swapV3Pool . sol : 269- 289

Description:
Uni swapV3Pool .initialize() ispermissionless and can be called by any address

exactly once to set the pool’s initial sqrt Pri ceX96/tick.

Because ni nt () prices required deposits off of the current pool price, an attacker
can front-run a user’s first liquidity provision by initializing the pool at a deliberately
wrong price, causing the victim’s subsequent i nt () (especially if done without tight

slippage bounds / atomic initialize+mint) to deposit at an unfavorable ratio.

This is an economic/MEYV vector: the attacker can then arbitrage the pool back toward

the external “true” price, extracting value from the victim’s newly deposited liquidity.

Evidence:

cont ract s/ Uni swapV3Pool . sol
function initialize(uintl60 sqrtPriceX96) external override {
require(slot0.sqrtPriceX96 == 0, "Al');

int24 tick = TickMath. getTi ckAt Sqrt Rati o(sqrtPri ceX96);

slot0 = Slot0({
sqrtPriceX96: sqrtPriceX96,
tick: tick,

unl ocked: true

1)

emit Initialize(sqgrtPriceX96, tick);

No access control and no noDel egat eCal | /l ock modifier is used.

Impact:
e First LP /first mint economic loss: A victim who expects to initialize at a fair

price (or who mints immediately after someone else initializes) can be forced into
an unfavorable initial composition and suffer immediate loss to arbitrage.

cecuro.ai cecuro 13 of 57



https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L269-L289
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* MEV amplification: Initializers can observe pending pool deployments and
initialization attempts and race to set a price advantageous to their own follow-up
trades.

Recommendation:
» Ensure integrations (routers/position managers) perform create + initialize +
mint atomically where possible, and/or enforce strict slippage bounds on
minting based on an external price.

» Consider restricting initialization (if the intended design is not fully permission-
less) or documenting this risk prominently for integrators/users.

cecuro
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INFO

Pool.observe() / Oracle.observe() has unbound-
ed per-call work and memory allocation based
on user-supplied secondsAgos length

Locations:
contracts/libraries/Oracle.sol:300-324

contract s/ Uni swapV3Pool . sol : 235- 252

Description:
Uni swapV3Pool . observe(ui nt 32[] secondsAgos) forwards the calldata array

to Oracl e. observe(), which: 1) allocates two memory arrays of secondsA-

gos. | engt h, and 2) loops over every element, calling obser veSi ngl e() each time.

Thereis no upper bound on secondsAgos. | engt h. A caller can provide a very large
array, causing excessive gas usage and memory expansion, ultimately reverting due

to out-of-gas or memory limits.

Although this is an ext er nal vi ewfunction (so callers generally bear the cost), it is
still callable on-chain from other contracts; any integration that forwards user-con-

trolled secondsAgos can be griefed into reverting.

Evidence:

contracts/libraries/Oracle. sol
tickCunmul atives = new i nt 56[ ] (secondsAgos. | engt h);
secondsPer Li qui di t yCunul ati veX128s = new ui nt 160[ ] (secondsAgos. | ength);
for (uint256 i = 0; i < secondsAgos.|length; i++) {
(tickCumul atives[i], secondsPerLiquidityCunulativeX128s[i]) = observeSingle(...);

}

contract s/ Uni swapV3Pool . sol
function observe(uint32[] calldata secondsAgos) external viewreturns (...) {
return observations. observe(_bl ockTi mestanp(), secondsAgos, ...);

}

Impact:
» Compute/memory DoS for obser ve() calls with large arrays (revert).

» Integration risk: on-chain callers that do not cap secondsAgos length can be
forced to fail.
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L300-L324
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L235-L252

Recommendation:
Consider enforcing a reasonable maximum secondsAgos length (or document and

encourage callers to cap it) to keep execution within predictable bounds.
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INFO

Protocol fee revenue can be reduced via
per-step floor division (dust accrues to LPs)

Locations:
cont ract s/ Uni swapV3Pool . sol : 681- 686
contract s/ Uni swapV3Pool . sol : 820- 831

contract s/ Uni swapV3Pool . sol : 848- 865

Description:
When protocol fees are enabled (f eePr ot ocol ), the pool computes the protocol’s

share using integer floor division on a per-swap-step basis (and similarly in

flash()), leaving division “dust” to LPs.

Because swaps that traverse many initialized ticks execute many conput e Swap-

St ep() iterations, the protocol share is computed as:

o floor(stepFee / feeProtocol)

instead of (conceptually) f | oor (t ot al Fee / feeProtocol).

This systematically biases fees away from the protocol and toward LPs, and can
be (slightly) amplified by concentrating liquidity into many small ranges/ticks so that

swaps traverse many steps.

Additionally, col | ect Prot ocol () deliberately leaves 1 wei behind when withdrawing

an entire token’s protocol fee balance.

Evidence:

Per-step protocol fee truncation during swaps:

contract s/ Uni swapV3Pool . sol
if (cache.feeProtocol > 0) {
ui nt 256 delta = step.feeAnount / cache. f eeProtocol ; fl oor division

step. feeAnount -= delta;
state. protocol Fee += uint128(delta);

}

(around Uni swapV3Pool . sol : 681- 686)
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L681-L686
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L820-L831
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L848-L865
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Flash protocol fee truncation:

ui nt 256 fees0 feeProtocol0 == 0 ? 0 : paid0 / feeProtocol 0;

ui nt 256 feesl feeProtocoll == 0 ? 0 : paidl / feeProtocol 1;

(around Uni swapV3Pool . sol : 820- 831)

Permanent 1-wei residue in collectProtocol:

floor division

floor division

if (amount0 == protocol Fees.token0) anountO--; ensure that the slot is not cleared

if (ambunt1l == protocol Fees.tokenl) anountl1--; ensure that the slot is not cleared

(around Uni swapV3Pool . sol : 856- 864)

Impact:

» Protocol revenue leakage (small): Rounding dust from each step is retained by

LPs rather than accruing to pr ot ocol Fees. The gap can grow with the number

of swap steps (tick crossings).

» Protocol cannot withdraw the last unit: col | ect Prot ocol () keeps a 1-wei

residue per token forever (unless more fees accrue), slightly reducing protocol

withdrawals.

Recommendation:

* If the intended design is “protocol gets exactly 1/x of total fees”, consider com-

puting protocol fees on the aggregated swap fee amount rather than per-step, or

carrying dust forward.

 If the 1-wei residue is not intended, remove the slot-preservation decrement (or

replace with a different gas optimization).

cecuro
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INFO

Rounding can yield unchanged sqrt price for
nonzero input, leading to 100% fee (no swap) on
tiny trades

Locations:
contracts/libraries/SqgrtPriceiMath. sol: 68-96
contracts/libraries/SqrtPriceMath. sol:99-120

contracts/|ibraries/ SwapMat h. sol : 40- 97

Description:
Sqgrt Pri ceMat h. get Next Sqrt Pri ceFr omAnmount 1Roundi ngDown() (and, in some

cases, get Next Sqrt Pri ceFr omAnount ORoundi ngUp()) can return the *same*
sqrt PX96 even when anount > 0, due to integer truncation/rounding at Q96 preci-

sion.

When this happens inside SwapMat h. conput eSwapSt ep() (exact-input path), sqr -
t Rat i oNext X96 may equal sqrt Rati oCurrent X96 while still being different from
sqrt Rat i oTar get X96. The subsequent recomputation of anount | n using the delta
between sqrt Rati oCurrent X96 and sqrt Rat i oNext X96 returns 0, and the code

then charges:

e feeAnpunt = ui nt 256( anpbunt Remai ni ng) - anount | n’ effectively100% of
the user’s remaining input as fees,

» with O output.

This behavior is surprising because it deviates sharply from the nominal f eePi ps
for small-but-nonzero swaps and can create a “black-hole” path where input is fully

consumed without an exchange.

Evidence:
In Sgrt Pri ceMat h. get Next Sqrt Pri ceFr omAnmount 1Roundi ngDown (add=true), the

quotient is floored:

ui nt 256 quotient = (amunt <= type(uint160). max)
? (amount << Fi xedPoi nt 96. ) / liquidity
: Ful | Mat h. mul Di v(anount, Fi xedPoi nt 96. @6, |iquidity);

return uint256(sqrtPX96).add(quotient).toU nt160();
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/SqrtPriceMath.sol#L68-L96
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/SqrtPriceMath.sol#L99-L120
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/SwapMath.sol#L40-L97

If anmount * @6 < |iquidity,thenquotient == 0 and the returned price equals

the input price.

Then in SwapMat h. conput eSwapSt ep (exactin branch):

sqrt Rati oNext X96 = Sqgrt Pri ceMat h. get Next Sqrt Pri ceFrom nput(...);

amountln = ... getAmount{O0,1}Delta(... sqrtRati oNextX96, sqrtRati oCurrentX96, ...);

if (exactln & sqgrtRati oNext X96 != sqrtRatioTarget X96) {
f eeAmount = ui nt 256( anount Renmi ni ng) - anount| n;

}

If sgrt Rati oNext X96 == sqrtRati oCurrent X96 and sqrt Rati oTar get X96 ! =
sqrt Rati oCurrent X96, then anountln == 0 and f eeAnount == anpunt Remai n-
i ng.

Impact:

» Users performing very small exact-input swaps can lose their entire specified
input amount and receive 0 output.

» The effective fee can become 100%, far exceeding the configured fee tier.

» While this may be limited to extreme precision/liquidity regimes, the failure mode
is an unexpected one-way asset flow (input fully consumed, no output) and
should be explicitly guarded or documented.

Recommendation:
» Ensure get Next Sgrt Pri ceFr om nput cannot return sqrt PX96 when anount | n

> 0 (e.g., enforce a minimum 1-ULP movement), or

e In SwapMat h. conput eSwapSt ep, add a guard: if sqrt Rat i oNext X96 == sqr -
t Rati oCur r ent X96, treat as no-op swap and compute fees according to
f eePi ps (or revert with a clear error), instead of charging the entire remainder
as fees.

e At minimum, document a minimum effective swap size / precision limitation so
integrators can protect users.
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INFO

Swaps can move price/tick (and thus oracle
state) with zero in-range liquidity, potentially en-
abling free oracle manipulation in empty pools

Locations:
contracts/libraries/ Swmaphat h. sol : 21- 97
contracts/libraries/SqrtPriceMath. sol: 145-194
cont ract s/ Uni swapV3Pool . sol : 595- 616

contract s/ Uni swapV3Pool . sol : 640- 752

Description:
SwapMat h. conput eSwapSt ep and the pool’s swap loop allow the pool priceftick to

advance evenwhen | i qui di ty == 0, because the computed anount I n, anount Qut ,
and f eeAnmount become 0 while sqrt Rat i oNext X96 is set to the target price.

In Uni swapV3Pool . swap, there is no check that in-range liquidity is nonzero. As
a result, an attacker can call swap() with any nonzero anount Speci fi ed and a per-
missive sqrt Pri ceLi ni t X96, and the loop can update sl ot 0. sqrt Pri ceX96 and
sl ot 0. ti ck without any token transfers being required (the callback deltas end

up being 0).

Because the oracle accumulators integrate over time using the current tick, this allows
an attacker to set the pool’s tick/price when liquidity is 0 (e.g., right afterini ti al -
i ze() and before any mint), then wait for time to pass so that subsequent obser ve()

/ TWAP consumers see a manipulated price.

Evidence:

Swap step can advance price with zero liquidity:
In SwapMat h. conput eSwapSt ep, when li quidity ==

* SqrtPricemath. get Anount {0, 1} Delta(..., liquidity, ...) returnsO
because the liquidity multiplier is O.

* |n the exact-in branch:

- anmpunt | n becomes 0

- anount Remai ni ngLessFee >= anount | n holds (since anobunt I n == 0)
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/SwapMath.sol#L21-L97
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/SqrtPriceMath.sol#L145-L194
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L595-L616
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L640-L752
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- sqrt Rati oNext X96 is setto sqrt Rati oTar get X96

- f eeAnobunt becomes 0

Pool swap does not require liquidity > 0O:
swap() sets up the loop without checking liquidity:

SwapState nenory state = SwapState({ ... liquidity: cache.liquidityStart });

whi | e (state.anmount SpecifiedRemaining != 0 & state.sqrtPriceX96 != sqrtPriceLimnmtX96) {
(state.sqrtPriceX96, step.anountln, step.anmountQut, step.feeAnpunt) = SwapMat h. conput eSwap-

St ep(

state.liquidity,
st at e. anount Speci fi edRenmi ni ng,
fee

DE

At the end, if no liquidity existed, the computed swap deltas can remain zero, so the

callback payment checks do not enforce any transfer.

Oracle state is updated based on tick/price changes:
After the loop, the pool updates sl ot 0. ti ck/sqrt Pri ceX96 and writes an observa-

tion if the tick changed:

if (state.tick != slotOStart.tick) {

observations.wite(..., slotOStart.tick, cache.liquidityStart, ...);
sl ot0.sqrtPriceX96 = state.sqrtPriceX96;

slot0.tick = state.tick;

} else {
slot0.sqrtPriceX96 = state.sqrtPriceX96;

}

Impact:
* Oracle manipulation in empty pools: Afterini ti al i ze() but before any mint,

or whenever in-range liquidity is 0, an attacker can set the tick/price essentially
for free (gas only), then let time elapse to bias TWAP.

* Downstream protocols using Uniswap V3 pool oracles without verifying suffi-
cient/liquid liquidity are at risk.

Recommendation:

Consider preventing swaps when i quidity == 0 (or when no initialized liquidity
exists) or otherwise ensure that price/tick updates cannot occur without meaningful
economic cost. At minimum, strongly document for oracle consumers that pools with

O/low liquidity are trivially manipulable.
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INFO

Tick cumulative interpolation loses precision
and can bias TWAP by up to ~1 tick due to divi-
sion-before-multiplication (round-toward-zero)

Location:

contracts/libraries/Oracle.sol:271-285

Description:
When obser veSi ngl e() is asked for a timestamp that falls between two stored ob-

servations, it linearly interpolates the accumulators. For secondsPer Li qui di t yCu-
mul ati veX128 it computes the interpolated delta as (delta * targetDelta) /

observati onTi meDel t a (higher precision).

For ti ckCumul at i ve, however, it computes the slope first using integer division and

then multiplies:

e ((deltaTickCunul ati ve / observationTi neDelta) * targetDelta)

Because Solidity signed division rounds toward zero, this is not equivalent to
(del taTi ckCunul ative * targetDelta) / observationTi neDelta and intro-
duces a rounding error that can be as large as almost t ar get Del t a tick-seconds.
After downstream consumers compute the arithmetic mean tick (divide by second-
sAgo), this can translate into an average tick that is off by up to ~1 tick and is also

biased (negative deltas round toward zero ’ less negative).

This is a business-logic correctness issue for protocols/integrations that depend on

precise TWAP boundaries.

Evidence:

Oracl e. observeSingle(), "we're in the mddle"

return (

bef oreOrAt. tickCunul ative +

((atOrAfter.tickCunul ative - beforeOrAt.tickCunul ative) / observationTi neDelta) *
targetDel ta,

bef oreOr At . secondsPer Li qui di t yCunul ati veX128 +

ui nt 160(

(ui nt 256(at Or Aft er. secondsPer Li qui di t yCurul ati veX128 - beforeOr At. secondsPer Li qui di ty-
Cunul at i veX128)

* targetDelta) / observationTineDelta

)
Nk
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L271-L285
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Impact:
» TWAP calculations derived from t i ckCunul at i ve can be off by ~1 tick in worst

cases (H0.01% price step), especially whet ar get is far from an observation
boundary.

 Signed division rounding toward zero creates an asymmetric bias for negative
tick cumulatives.

* While small, this can matter in edge-triggered economic logic (liquidation thresh-
olds, TWAP guards, on-chain oracle checks).

Recommendation:
Interpolate t i ckCumul at i ve using full-precision multiply-then-divide (and apply con-

sistent signed rounding rules, e.g., round toward negative infinity) to match the in-

tended linear interpolation semantics.
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INFO

Tick stuffing: attacker can initialize many ticks
with tiny liquidity to increase swap gas and im-
pede price movement/arbitrage

Locations:
contracts/libraries/Tick.sol:97-150

contract s/ Uni swapV3Pool . sol : 640- 651

Description:
The pool’s swap loop steps through initialized ticks using the tick bitmap. Any user

can mint tiny-liquidity positions that initialize many tick boundaries. This “tick stuffing”
increases the number of swap steps (tick crossings / next-initialized-tick searches),
raising gas costs and potentially making large price moves impractical within block

gas limits.
While this does not directly steal funds, it is an economic/griefing attack that can:

» impede arbitrage (keeping the pool price stale/off-market),
* increase traders’ costs / cause swap reverts due to out-of-gas,

e create MEV opportunities for the stuffer (trade against a temporarily stale price
elsewhere).

Evidence:
Ticks become initialized when liquidityGross goes from 0 to nonzero in Ti ck. up-

date():

flipped = (liquidityGossAfter == 0) != (liquidityG ossBefore == 0);

if (liquidityGossBefore == 0) {
. set outside accunul ators depending on tick vs current
info.initialized = true;

}

info.liquidityGoss = |iquidityGossAfter;

Swaps iterate to the next initialized tick each step:
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Tick.sol#L97-L150
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L640-L651
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whi | e (state.anpunt SpecifiedRenaining !'= 0 & state.sqrtPriceX96 != sqrtPriceLimtX96) {
(step.tickNext, step.initialized) = tickBitmap.nextlnitializedTi ckWthi nOneWr d(
state.tick,
ti ckSpaci ng,
zer oFor One

DE

. conpute step and potentially cross tick

}

An attacker can cheaply (relative to the pool TVL) create many narrow/adjacent po-

sitions with minimal liquidity to set many bitmap bits.

Impact:
» Gas DoS/ censorship of swaps that need to traverse many initialized ticks.

» Reduced ability of arbitrageurs to restore the pool price, enabling temporary
price manipulation/staleness that can be exploited across venues.

Recommendation:
Mitigations are largely design-level and may include:

» operational guidance (use private orderflow for large swaps, monitor tick density),
» parameterization choices (fee tiers/tickSpacing that reduce feasible tick density),

» or additional protocol-level constraints if compatible with Uniswap V3 design
goals.
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INFO

snapshotCumulativesinside() can be griefed via
tick de-initialization (view call reverts when
boundary ticks cleared)

Locations:
contracts/interfaces/ pool /| Uni swapV3Pool Deri vedSt at e. sol : 23- 39
contract s/ Uni swapV3Pool . sol : 157- 233

cont ract s/ Uni swapV3Pool . sol : 444- 452

Description:
snapshot Cunul at i vesl nsi de(ti ckLower, tickUpper) hard-reverts unless both

boundary ticks are initialized.

In the pool implementation, ticks are cleared (deleted) when the last liquidity refer-
encing them is removed (I i qui di t yG oss flips to 0). This means a range that previ-
ously existed can become un-queryable via snapshot Cunul at i vesl nsi de once all

liquidity at either boundary tick is burned.

This creates an economic/griefing vector against *downstream protocols* that rely on
being able to take shapshots for a range at arbitrary times (e.g., settlement, reward
accounting, governance parameter updates): a user can remove the final unit of lig-
uidity at a boundary tick to make snapshot Cunul at i vesl nsi de revert, potentially
blocking or delaying those dependent flows.

Evidence:

snapshotCumulativesinside requires initialized ticks:

require(initializedLower);

require(initializedUpper);

Pool clears tick data when liquidity is removed and tick flips to uninitial-
ized:
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolDerivedState.sol#L23-L39
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L157-L233
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L444-L452
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clear any tick data that is no | onger needed
if (liquidityDelta < 0) {
if (flippedLower) { ticks.clear(tickLower); }

if (flippedUpper) { ticks.clear(tickUpper); }
}

Impact:
» View calls reverting can cause DoS/griefing for on-chain systems that assume
snapshots are always available for historical ranges.

» If such a system gates value transfers or state transitions on these snapshots,

it can become economically exploitable (forced delays, missed reward epochs,
etc.).

Recommendation:
Downstream integrators should treat snapshot Cunul ati vesl nsi de as only valid

while the boundary ticks remain initialized, and design accounting to avoid reliance

on it after full liquidity withdrawal (or re-initialize required ticks before snapshotting).
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INFO

swap() NatSpec implies exact-output swaps
when amountSpecified < 0, but pool may return
partial fill without reverting

Locations:
contracts/interfaces/ pool /| Uni swapV3Pool Acti ons. sol : 65- 81

contract s/ Uni swapV3Pool . sol : 640-770

Description:
I Uni swapV3Pool Acti ons. swap() documents anount Speci f i ed as configuring the

swap as exact input (positive) or exact output (negative). In the pool implementation,
the swap loop terminates when either the specified amount has been fully consumed
orthesqgrt Pri ceLi mi t X96 is reached. If the price limitis reached before the specified
amount is fully satisfied, the function does not revert; it returns the amounts actually

swapped.

As a result, anount Speci fi ed < 0 does not guarantee the pool will output exactly
abs(anount Speci fi ed) ; it can produce a smaller output (partial fill) and return early.

Likewise, anmobunt Speci fi ed > 0 may not be fully spent.

Evidence:
Interface NatSpec:

@ar am anount Speci fi ed The anpbunt of the swap, which inplicitly configures the swap as
exact input (positive), or exact output (negative)

function swap(..., int256 anmountSpecified, uintl160 sqrtPriceLimtX96, ...) external returns
(i nt256 anpbuntO, int256 anountl);

Implementation terminates on price limit without requiring full satisfaction:

whi l e (state.anpunt SpecifiedRenmaining != 0 & state.sqrtPriceX96 != sqrtPriceLimtX96) {

}...

(ambunt 0, ampuntl) = ... (anmount Specified - state.anmunt Speci fi edRemai ni ng, state. anount Cal -
culated) ...;

No requi r e( st at e. anount Speci f i edRemai ni ng == 0) exists.
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolActions.sol#L65-L81
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L640-L770
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Impact:
Integrators calling pools directly (without the periphery router’s additional checks) may

incorrectly assume:

* exact-output swaps always deliver the requested output; or
* exact-input swaps always spend the full specified input.

This can break downstream logic (e.g., settlement, accounting, or slippage protection)

if the caller does not validate returned deltas.

Recommendation:
Clarify in interface docs that anount Speci fi ed is the target exact input/output sub-

jectto “sqgrtPriceLimitX96™ and available liquidity, and callers must verify returned

amounts (or revert themselves) when exactness is required.
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INFO

Burn/Collect event documentation misrepre-
sents what assets were actually withdrawn vs
merely accounted

Locations:
contracts/interfaces/pool /I Uni swapV3Pool Events. sol : 47- 62
contracts/interfaces/pool /I Uni swapV3Pool Events. sol : 31-45
cont ract s/ Uni swapV3Pool . sol : 490-513

contract s/ Uni swapV3Pool . sol : 517- 543

Description:
I Uni swapV3Pool Event s NatSpec for Bur n and Col | ect can mislead asset account-

ing:

e Burn event docs describe anount 0/ anount 1 as “withdrawn”, but bur n() does
not transfer any tokens—it only credits posi ti on. t okensOned{ 0, 1} . The
actual token transfer happens later via col | ect () .

e Col | ect event docs describe anount 0/ anount 1 as “fees collected”, but col -
I ect () withdraws tokens owed which can come from both swap fees and
burned liquidity (principal) (as noted in the col | ect () function docs). Label-
ing all collected amounts as “fees” can cause indexers/accounting systems to
misclassify principal withdrawals as fees.

Evidence:

Burn event docs (claims withdrawal):
contracts/interfaces/ pool /| Uni swapV3Pool Events. sol : 47-55

@otice Emtted when a position's liquidity is renpved
@ar am anount 0 The anount of tokenO wi thdrawn

@ar am anount 1 The anount of tokenl w t hdrawn
event Burn(..., uint256 anmpountO, uint256 anmount1l);

But burn() only updates tokens owed, no transfers:
cont ract s/ Uni swapV3Pool . sol : 535- 540
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolEvents.sol#L47-L62
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolEvents.sol#L31-L45
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L490-L513
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L517-L543
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(position.tokensOned0O, position.tokensOnedl) = (
posi tion.tokensOnedO + uint128(anount0),

posi tion.tokensOnedl + uint128(anount 1)
)i

Collect event docs (labels as fees):
contracts/interfaces/ pool /| Uni swapV3Pool Events. sol : 31-45

@otice Emtted when fees are collected by the owner of a position
@ar am anount 0 The anount of tokenO fees collected
@ar am anount 1 The anount of tokenl fees collected

event Collect(..., uint128 anmpbuntO, uint128 anountl);

But collect() transfers ‘tokensOwed{0,1} (fees + burned liquidity):
cont ract s/ Uni swapV3Pool . sol : 500- 510

amount0 = ... position.tokensOnedO ... ;
amountl = ... position.tokensOnedl .

Tr ansf er Hel per . saf eTr ansf er (t oken0O, recipi ent, anmountO);
Transf er Hel per. saf eTransf er (t okenl, recipient, anountl);

Impact:
» Off-chain accounting/indexers may:

- treat Bur n. anount {0, 1} as actual outflows when they are not,

- misclassify principal withdrawals (from burns) as “fees” based on Col | ect eventdocs.

Recommendation:
Update event NatSpec to reflect actual asset flows:

e Burn. anount {0, 1} : amounts accounted/owed due to burned liquidity (not trans-
ferred).

e Col | ect.anmpunt {0, 1} : amounts withdrawn from t okensOaed{ 0, 1} (may in-
clude fees and burned liquidity).
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INFO

Collect event NatSpec omits recipient parameter
documentation

Location:

contracts/interfaces/pool /I Uni swapV3Pool Events. sol : 31- 45

Description:
I Uni swapV3Pool Events. Col | ect includesareci pi ent parameter but the NatSpec

block does not document it, which can confuse downstream event consumers (index-

ers, accounting/oracle pipelines).

Evidence:

@otice Emtted when fees are collected by the owner of a position
@ar am owner The owner of the position for which fees are collected
@aram tickLower The |ower tick of the position
@aram tickUpper The upper tick of the position
@ar am anount 0 The anount of tokenO fees collected
@ar am anount 1 The anount of tokenl fees collected

event Col | ect (

address indexed owner,
addr ess recipi ent,

i nt24 indexed tickLower,
i nt 24 i ndexed tickUpper,
ui nt 128 anount 0,

ui nt 128 anount 1

Impact:
Documentation gaps increase the chance of incorrect event decoding/attribution of

fee recipients.

Recommendation:
Add an @ar am r eci pi ent NatSpec entry describing the fee recipient address.
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolEvents.sol#L31-L45

INFO

CollectProtocol event NatSpec mislabels tokenl
amount as ‘amount0O’

Location:

contracts/interfaces/pool /I Uni swapV3Pool Events. sol : 115-121

Description:
The NatSpec for Col | ect Pr ot ocol incorrectly labels the tokenl withdrawal amount

as anount 0.

Evidence:

contracts/interfaces/pool /| Uni swapV3Pool Events. sol
@ar am anount 0 The anount of tokenO protocol fees that is w thdrawn
@ar am anount 0 The anpunt of tokenl protocol fees that is w thdrawn

event Col | ect Protocol (address indexed sender, address indexed recipient, uintl28 anountO,
ui nt 128 anount 1) ;

Impact:
Low direct impact, but can cause incorrect decoding/mapping in autogenerated docs,

SDKs, or analytics pipelines that use NatSpec tags for field naming, potentially lead-

ing to swapped/misreported protocol fee amounts.

Recommendation:
Fix the second tag to @ar am anount 1 and ensure the description matches token1.
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolEvents.sol#L115-L121

INFO

Factory tickSpacing cap is inconsistent with
comment (off-by-one ambiguity)

Location:

contract s/ Uni swapV3Factory. sol : 61-71

Description:
enabl eFeeAnpunt () comments say tick spacing is “capped at 16384”, but the actual

check is ti ckSpaci ng < 16384, which disallows exactly 16384.

This is a numerical boundary inconsistency: either the code is slightly more restrictive

than intended (if 16384 should be allowed), or the comment is misleading.

Evidence:

tick spacing is capped at 16384 ...

require(tickSpacing > 0 & tickSpacing < 16384);

Impact:
If 16384 is intended to be valid, it cannot be enabled via the factory, reducing config-

urability and potentially breaking integrator assumptions based on the comment.

Recommendation:
Align comment and code. Either:

e change the comment to clarify the bound is strictly less than 16384, or

o (if safe) allow ti ckSpaci ng == 16384 by using <= 16384.
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Factory.sol#L61-L71

INFO

Flash event ‘paidO/paidl represent net balance
increase (fee + extra), not total repayment of
principal + fee (NatSpec is ambiguous/mislead-
ing)

Locations:

contracts/interfaces/pool /I Uni swapV3Pool Events. sol : 82- 96

contract s/ Uni swapV3Pool . sol : 800-819

Description:
I Uni swapV3Pool Event s. Fl ash documents pai d0/ pai d1 as the amounts “paid for

the flash”. Many integrators will naturally interpret this as the total amount re-
paid (principal + fee). In the implementation, pai d0/ pai d1 are computed as bal -
anceAfter - bal anceBef or e where bal anceBef or e is measured before the flash

transfer is sent out.

That means pai d0/ pai d1 are the pool's net gain (fee plus any extra donation), and

typically do not include the flashed principal.

The NatSpec line “can exceed the amountO plus the fee” is particularly misleading
under the net-gain interpretation, because the common/expected case is pai d0 |

f ee0 (much smaller than anount 0).

Evidence:
Interface (cont ract s/ i nt er f aces/ pool / | Uni swapV3Pool Event s. sol ):

@ar am anount 0 The anount of tokenO that was fl ashed
@ar am pai dO The anount of tokenO paid for the flash, which can exceed the anmountO plus

the fee

Implementation (cont r act s/ Uni swapV3Pool . sol ):
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolEvents.sol#L82-L96
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ui nt 256 fee0 = Ful | Mat h. nul Di vRoundi ngUp(anount0, fee, 1e6);
ui nt 256 bal anceOBef ore = bal ance0();

if (amount0 > 0) TransferHel per.saf eTransfer(token0, recipient, anopuntO);

ui nt 256 bal anceOAfter = bal anceO();

requi re(bal anceOBef or e. add(fee0) <= bal anceOAfter, 'F0');

ui nt 256 pai dO = bal anceOAfter - bal anceOBef ore;

emt Flash(nmsg.sender, recipient, anmountO, anmountl, paidO, paidl);

Here, pai dO is bal anceAfter - bal anceBefore, i.e., fee + any extra amount re-

turned above the original balance, not principal+fee.

Impact:
Off-chain analytics/indexers and direct integrators may miscompute flash repay-

ments/fees if they assume pai d0 includes principal.

Recommendation:
Clarify NatSpec that pai d0/ pai d1 are the net amounts paid into the pool (fee +

any extra), i.e., bal anceAfter - bal anceBef or e, and typically equal the fee unless

additional tokens are sent in.
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INFO

IERC20Minimal/interface documentation claims
strict ERC20 compliance, but core transfer
helper explicitly supports non-standard return
values (integration assumption mismatch)

Locations:
contracts/interfaces/| ERC20M ni mal . sol : 12- 39
contracts/interfaces/ | Uni swapV3Pool . sol : 12-14

contracts/libraries/ TransferHel per.sol: 6-22

Description:
Several interface comments/documentation state that pool assets must "strictly con-

form to the ERC20 specification" and that t r ansf er / t r ansf er Fr onf appr ove return

bool :

e | ERC20M ni mal .transfer(...) external returns (bool);

* | Uni swapV3Pool comment: "assets that strictly conform to the ERC20 specifi-
cation"
However, Tr ansf er Hel per . saf eTr ansf er explicitly accepts tokens that return no

value (empty returndata):

requi re(success & (data.length == 0 || abi.decode(data, (bool))), "TF);

This means the implementation is intentionally looser than the interface documenta-

tion suggests.

Impact:
This mismatch can lead integrators/users to:

» Assume only strict ERC20s are supported, when some legacy/non-standard
tokens may work.

» More importantly, misunderstand the *actual* safety boundary: returning no data
is treated as success, which increases the risk surface for broken tokens (see
separate finding on silent success without transfer).
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/IERC20Minimal.sol#L12-L39
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/IUniswapV3Pool.sol#L12-L14
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/TransferHelper.sol#L6-L22
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While primarily a documentation issue, misunderstanding token assumptions can
cause stuck funds or unexpected behavior when interacting with pools involving
non-standard tokens.

Recommendation:
Align docs with implementation by clarifying:

* Whether non-standard ERC20 return values are supported.

» Which token behaviors are explicitly unsupported (fee-on-transfer, rebasing, ma-
licious balanceOf/transfer semantics), and the associated asset-loss/stuck-fund
risks.
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INFO

LICENSE Change Date (2023-04-01) appears
elapsed while source files still declare BUSL-1.1
SPDX

Locations:
contracts/libraries/LlI CENSE: 363- 381

contracts/libraries/Oacle.sol:1

Description:
contracts/libraries/LI CENSE specifies a Change Date of “the earlier of

2023-04-01 or a date specified at v3-core-license-date.uniswap.eth” and states that
effective on the Change Date the work is granted under the Change License (GPL

v2.0 or later).

Given the audit date (2026-02-22), the hard-coded Change Date shown in the repos-
itory text is in the past. However, Or acl e. sol (and other files) still use the SPDX
identifier BUSL- 1. 1, which can mislead downstream users and compliance tooling

about the effective license.

This is distinct from the earlier “dual license choice” ambiguity: this issue is specifically
about the Change Date having passed vs the SPDX headers not reflecting the

change.

Evidence:
From LICENSE:

Change Dat e: The earlier of 2023-04-01 or a date specified at
v3-core-|icense-date. uniswap. eth
Change License: General Public License v2.0 or |ater

Ef fective on the Change Date ... the Licensor hereby grants you rights under
the terms of the Change License...

(contracts/libraries/LICENSE:363-381)

From Oracle.sol:

SPDX- Li cense-ldentifier: BUSL-1.1
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/LICENSE#L363-L381
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L1
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(contracts/libraries/Oracle.sol:1)

Impact:
Compliance ambiguity: automated scanners and integrators may treat the code as

BUSL-restricted when the bundled LICENSE text indicates it has converted to GPL
as of the Change Date.

Recommendation:
Align SPDX identifiers, top-level license documentation, and any ENS-based

change-date mechanism so that the effective license is unambiguous for the current

version.
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INFO

LiquidityMath.addDelta NatSpec return descrip-
tion is incorrect (returns new liquidity, not delta)

Location:

contracts/|ibraries/LiquidityMth. sol:6-15

Description:
Li qui di t yMat h. addDel t a returns the new liquidity value after applying the

delta, but the NatSpec says it returns “The liquidity delta”.

This is a semantic documentation bug: consumers reading the library may assume

the return is the signed delta or the change amount rather than the updated liquidity.

Evidence:

@eturn z The liquidity delta
function addDel ta(uint128 x, int128 y) internal pure returns (uintl128 z) {
if (y <0)
require((z X - uint128(-y)) < x, 'LS);

} else {
require((z X + uint128(y)) >= x, 'LA");
}

}

Impact:
Misleading documentation increases the risk of integrator mistakes and incorrect

downstream usage (e.g., treating the return as a delta).

Recommendation:
Update the NatSpec to state that z is the resulting liquidity after applying y to x.
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/LiquidityMath.sol#L6-L15

INFO

Mint/Swap callbacks accept overpayment with
no refund path (accidental donation can become
unrecoverable)

Locations:
contracts/interfaces/pool /| Uni swapV3Pool Acti ons. sol : 12-29
contracts/interfaces/ pool /| Uni swapV3Pool Acti ons. sol : 65- 81
contract s/ Uni swapV3Pool . sol : 478- 485

contract s/ Uni swapV3Pool . sol : 771- 784

Description:
For mi nt () and swap(), the pool only checks that the post-callback balance in-

creased by at least the required amount. Any excess token transfers made by the

callback are accepted and retained by the pool (effectively a donation).

The interfaces describe paying “any token owed”, but do not clearly warn that over-
payment is not refunded. This is an asset-management footgun for integrators im-
plementing callbacks that may accidentally transfer too much (rounding, approvals,

or fee-on-transfer quirks), causing unrecoverable loss for the payer.

Evidence:

Mint balance check allows overpay:
cont ract s/ Uni swapV3Pool . sol : 478- 485

if (ambunt0 > 0) bal anceOBefore = bal anceO();
if (amountl > 0) bal ancelBefore = bal ancel();

| Uni swapV3M nt Cal | back(nsg. sender) . uni swapV3M nt Cal | back( anount 0, anount1, data);
if (amount0 > 0) require(bal anceOBef ore. add(anmount 0) <= bal ance0(), 'M");
if (amountl > 0) require(bal ancelBefore. add(amuntl) <= bal ancel(), 'M');

Swap balance check allows overpay:
contract s/ Uni swapV3Pool . sol : 771- 784

ui nt 256 bal anceOBef ore = bal ance0();
I Uni swapV3SwapCal | back(nsg. sender) . uni swapV3SwapCal | back(anount 0O, anount1, data);
requi re(bal anceOBef or e. add(ui nt 256(anpbunt0)) <= bal ance0(), "Il1A");
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolActions.sol#L12-L29
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolActions.sol#L65-L81
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L478-L485
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L771-L784

(and similarly for tokenl)

Impact:
e Callback implementers can accidentally “donate” funds to the pool with no direct

recovery path.

» With non-standard tokens (fee-on-transfer, rebasing), naive callback code that
assumes t r ansf er Fron{ anount) results in anount received can overpay/un-

derpay unpredictably.

Recommendation:
Explicitly document in the interfaces/spec that:

* The pool verifies minimum payment only.

* Any overpayment is retained by the pool (donation) and is not refunded.
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INFO

NatSpec in observe() describes returning 'liquid-
ity' though output is secondsPerLiquidity cumu-
lative

Location:

contracts/interfaces/pool /I Uni swapV3Pool Deri vedSt at e. sol : 8-21

Description:
I Uni swapV3Pool Deri vedSt at e. obser ve() NatSpec says it returns “cumulative tick

and liquidity”, but the second returned array is cumulative seconds-per-liquidi-

ty-in-range (secondsPer Li qui di t yCunul at i veX128s), not liquidity.

While related (liquidity-in-range can be derived from differences), the wording is in-

accurate and can lead oracle consumers to misuse the output.

Evidence:

@otice Returns the cumul ative tick and liquidity as of each tinmestanp “secondsAgo ...
@eturn secondsPer Li qui di t yCunul ati veX128s Cunul ati ve seconds per |iquidity-in-range val ue

function observe(uint32[] calldata secondsAgos)

ext er nal

Vi ew

returns (int56[] nmenory tickCumnul atives, uint160[] nenory secondsPerLi quidityCunul a-
tivex128s);

Impact:
Off-chain and on-chain consumers may treat the second return value as cumulative

liquidity rather than cumulative seconds/liquidity, resulting in incorrect TWAP/liquidity

calculations.

Recommendation:
Update the summary NatSpec (@ot i ce) to explicitly state the function returns cu-

mulative tick and cumulative seconds per liquidity-in-range.
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolDerivedState.sol#L8-L21

INFO

NatSpec return documentation for snapshotCu-
mulativesinside() mis-describes secondsinside

Location:

contracts/interfaces/pool /I Uni swapV3Pool DerivedSt at e. sol : 23- 39

Description:
| Uni swapV3Pool Deri vedSt at e. snapshot Cunul ati vesl nsi de() claims sec-

ondsl nsi de is “The snapshot of seconds per liquidity for the range”, but the imple-

mentation returns seconds spent inside the tick range (not seconds-per-liquidity).

This is an oracle/external-data footgun: off-chain indexers and integrators can misin-

terpret the returned value and compute incorrect time-in-range metrics.

Evidence:
Interface NatSpec:

@eturn secondsl nsi de The snapshot of seconds per liquidity for the range
function snapshot Curul ati vesl nsi de(int24 tickLower, int24 tickUpper)
ext er nal
Vi ew

returns (

int56 tickCunul ati vel nsi de,

ui nt 160 secondsPer Li qui di tyl nsi deX128,
ui nt 32 secondsl nsi de

D

Implementation returns ti ne - secondsQut si deLower - secondsQutsi deUpper

(seconds in-range):

cont ract s/ Uni swapV3Pool . sol
return (
tickCunul ative - tickCunul ati veLower - tickCumul ati veUpper,
secondsPer Li qui di t yCunul ati veX128 - secondsPer Li qui di t yQut si deLower X128 - secondsPer Li g-
ui di tyQut si deUpper X128,
time - secondsQutsi deLower - secondsQutsi deUpper

)i

Impact:
Misleading interface documentation can cause consumers to treat seconds| nsi de as

scaled by liquidity, producing incorrect accounting/analytics and potentially incorrect

downstream oracle computations.
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolDerivedState.sol#L23-L39

Recommendation:
Fix the NatSpec for secondsl nsi de to clearly state it is the seconds spent inside

the tick range (unscaled), and (optionally) link to how it is computed in the pool/Or-

acle logic.
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INFO

Oracle cumulative outputs are modulo-limited
(uint32/uint160/int56 wrap) but interfaces do not
warn consumers about overflow/wrap-around
arithmetic

Locations:
contracts/interfaces/pool /I Uni swapV3Pool DerivedSt at e. sol : 8-22
contracts/interfaces/pool /Il Uni swapV3Pool St ate. sol : 99-115
contract s/ Uni swapV3Pool . sol : 132-135

contracts/libraries/Oacle.sol:23-45

Description:
The pool’s oracle and derived-state numerics intentionally use fixed-width accumu-

lators:

» timestamps are truncated to ui nt 32 (bl ock. ti nest anp nod 27/32),
» secondsPer Li qui di t yCunul ati veX128 is ui nt 160, and
e tickCunul ative isint56.

These values can overflow/wrap-around (modulo their bit width) over long time hori-
zons and/or low liquidity. The implementation explicitly relies on this behavior (e.qg.,

_bl ockTi mest anp() truncation and arithmetic in Or acl e. t r ansf or m).

The interfaces (I Uni swapV3Pool Deri vedSt at e. obser ve and | Uni swapV3Pool -
St at e. observati ons) do not warn consumers that these outputs are modu-
lo-limited and can wrap, which can cause incorrect numerical results for naive

off-chain/on-chain consumers that don’t use modulo-difference logic.

Evidence:
Timestamp truncation:

contract s/ Uni swapV3Pool . sol
function _bl ockTi mestanp() internal view virtual returns (uint32) {
return uint32(bl ock.tinestanp); truncation is desired

}

cecuro.ai cecuro 33 of 57



https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolDerivedState.sol#L8-L22
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolState.sol#L99-L115
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L132-L135
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L23-L45
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Accumulator updates (wrap is implicit in Solidity 0.7 due to casts and fixed-width
types):

contracts/libraries/Oracle. sol
uint32 delta = bl ockTi nestanp - | ast. bl ockTi nest anp;

tickCumul ative: last.tickCumulative + int56(tick) * delta,
secondsPer Li qui di t yCunul ati vex128: | ast.secondsPerLi qui dityCunul ativeX128 + ((uint160(delta)
<< 128) / (liquidity >0 ? liquidity : 1)),

Interface descriptions present these as regular “as of timestamp” cumulative values

without mentioning modulo behavior:

contracts/interfaces/pool /| Uni swapV3Pool Deri vedSt at e. sol

@otice Returns the cunulative tick and liquidity as of each timestanp "secondsAgo’ from
the current block tinmestanp

Impact:
Consumers computing TWAPs and other time-weighted metrics may produce incor-

rect results around wrap-around boundaries (notably ~2"32 seconds H 136 years for
timestamps, and potentially for ui nt 160 seconds-per-liquidity at very low liquidity), if

they assume monotonic, non-wrapping accumulators.

Recommendation:
Document that oracle timestamps are ui nt 32-truncated and that the cumulative out-

puts are modulo-limited and may wrap, and recommend using modulo-safe difference

calculations when comparing cumulative values.
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INFO

Oracle observation math only safe for <=1 uint32
timestamp overflow (oracle may break after long
uptime)

Locations:
contracts/libraries/Oacle.sol:23-45
contracts/libraries/Oacle.sol:122-140

contracts/libraries/Oacle.sol:245-286

Description:
Or acl e truncates timestamps to ui nt 32 and relies on wraparound arithmetic. Multi-

ple functions explicitly assume timestamps are only subject to 0 or 1 overflows (i.e.,
the pool is queried/operated within a window smaller than 2** 32 seconds from the

relevant reference).

After more than one wrap of ui nt 32 timestamps (or any scenario violating the “O or
1 overflow” assumption), observation ordering/comparisons can become incorrect,
which can lead to wrong accumulator values returned by obser ve()/ obser veSi n-
gl e() and potentially out-of-gas/infinite-loop behavior in bi narySear ch() due to

broken invariants.

Even with a single overflow, accumulator types (i nt 56, ui nt 160) are intentionally
narrow and depend on modulo arithmetic; this is safe only as long as consumers’

time windows remain within the intended bounds.

Evidence:
The library documents and depends on the limitation:

Oracl e. sol
@lev bl ockTi nestanp _nust_ be chronol ogically equal to or greater than |ast. bl ockTi nestanp,

safe for 0 or 1 overfl ows
uint32 delta = bl ockTi nestanp - | ast. bl ockTi nest anp;

(Oracle.sol:23-37)

@lev safe for 0 or 1 overflows, a and b _nust_ be chronol ogically before or equal to tine
function Ite(uint32 time, uint32 a, uint32 b) private pure returns (bool) { ... }
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L23-L45
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L122-L140
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L245-L286
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(Oracle.sol:122-140)

observeSi ngl e() and bi narySear ch() depend on correct chronological compar-

isons derived from | te():

(Qoservation nenory beforeOrAt, Cbservation nenory atOrAfter) =
get Sur roundi ngGbservations(sel f, time, target, tick, index, liquidity, cardinality);

ui nt 32 observationTineDelta = atOr After. bl ockTi nestanp - beforeO At. bl ockTi nest anp;

(Oracle.sol:245-286)

Impact:
* Incorrect oracle outputs (tick cumulative / seconds-per-liquidity cumulative)
once the timestamp wrap assumptions are violated.

» Protocol components relying on these values (e.g., tick-cross accounting and
derived TWAP consumers) may compute incorrect results.

* Inthe worst case (broken ordering assumptions), bi nar ySear ch() 's unbounded
whi | e (true) loop may not converge, causing OOG reverts for obser ve() calls.

While the trigger requires extreme uptime or violating documented preconditions, the

potential impact is broad if it ever occurs.

Recommendation:
 If long-lived deployments are a requirement, remove or mitigate the 0/1-overflow
assumption (e.g., store larger timestamps or track epoch/overflow count).

» At minimum, make the limitation explicit in user-facing docs and consider adding
defensive checks to avoid non-terminating search behavior if invariants are
broken.
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INFO

Oracle secondsPerLiquidityCumulativeX128
can overflow uint160 at extreme
long-lived/low-liquidity boundary

Locations:
contracts/libraries/ O acle.sol:30-45

contracts/libraries/Oacle.sol:279-285

Description:
Oracl e. Observati on. secondsPer Li qui di t yCunul ati vexX128 is stored as

ui nt 160 and incremented by ((delta << 128) / max(1, liquidity)).

At extreme boundaries (very long-lived pools and very small I i qui di t y), this cumu-
lative can reach 22160 and overflow/wrap (Solidity 0.7.x has unchecked arithmetic
for ui nt 160). The rest of the oracle code assumes these accumulators are monot-
onically increasing and uses plain subtraction to compute deltas; if the accumulator

wraps, delta computations underflow/wrap and return incorrect values.

Evidence:

Oracle.transform
uint32 delta = bl ockTi nestanp - | ast. bl ockTi nest anp;

secondsPer Li qui di t yCurul ativeX128: | ast.secondsPerLi qui dityCunul ativex128 +
((uint160(delta) << 128) / (liquidity >0 ? liquidity : 1)),

and later in interpolation:

at Or Aft er. secondsPer Li qui di t yCurul ativeX128 - beforeOr At. secondsPer Li qui di t yCurul ati veX128

Impact:
For pools that persist across extremely long timescales (on the order of 2232 seconds

H 136 years) with low in-range liquidity (worst casd i qui dity == 0 uses denomi-
nator 1), secondsPer Li qui di t yCunul at i veX128 can overflow ui nt 160, producing
incorrect oracle observations and derived values (e.g., observe() / snapshot Cunu-

| ati vesl nsi de() results).
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L30-L45
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L279-L285

Recommendation:
If long-lived correctness is a goal, either:

» widen the accumulator type (e.g., ui nt 256), or
 explicitly document that the oracle is only safe before accumulator wrap, or

» implement modular-difference handling similar to the 32-bit timestamp overflow
logic.
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INFO

Oracle.binarySearch can run indefinitely / un-
derflow if caller violates timestamp bounds as-
sumptions

Locations:
contracts/libraries/Oracle.sol:153-184

contracts/libraries/Oacle.sol:122-140

Description:
Oracl e. bi narySearch() uses while (true) and relies on several unstat-

ed-but-critical preconditions:

» target must be within the chronological bounds of stored observations.

» The observation ring must contain at least one initialized observation and the
chosen search interval must contain a valid [ bef oreOr At, at Or Aft er] bracket.

e Thelte() comparator assumptions must hold (inputs chronologically <=t i ne,
safe for 0/1 overflows).

If a caller violates these assumptions (e.g., passes an out-of-range t ar get , incon-
sistenti ndex/ car di nal i ty, or observations with unexpected initialization patterns),

the loop may not find a bracket and can:

* spin until out-of-gas, or

e hitr =i - 1withi == 0, underflowing r to 22256- 1 and making termination
even less likely.

This is an input validation / robustness issue: the function does not defensively enforce

its preconditions.

Evidence:
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L153-L184
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L122-L140
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function binarySearch(...) private view returns (Qbservation nenory beforeOrAt, Cbservation
menory atOrAfter) {
uint256 I = (index + 1) %cardinality;

ui nt 256 r
ui nt 256 i ;
while (true) {

i = +r) [l 2

beforeO At = self[i %cardinality];

if (!beforeOrAt.initialized) {

I =i + 1

conti nue;

}

atOr After = self[(i + 1) %cardinality];

bool targetAtOrAfter = Ite(tine, beforeO At.blockTi nestanp, target);

if (targetAtOrAfter & Ite(tinme, target, atOrAfter. bl ockTi nestanp)) break;
if (targetAtOrAfter) r =i - 1; potential underflow if i==0

else |l =i + 1;

}

| + cardinality - 1;

Impact:
For Uniswap V3 core’s intended usage, upstream checks in get Sur r oundi ngQCbser -

vati ons() are designed to keep inputs in-range, so this should not occur under nor-

mal operation.
However, lack of defensive validation means:

» any misuse (forks, refactors, or external wrapper contracts) can cause oracle
reads to become an out-of-gas DoS;

» corrupted observation state (whether via unexpected initialization sequences)
can create hard-to-diagnose failures.

Recommendation:
Either:

» add explicit bounds/termination guards (e.g., verify target bounds, enforce mo-
notonicity, enforce at least one initialized observation in interval, and/or use a
bounded loop), or

 strengthen documentation that bi nar ySear ch must only be called after verifying
bounds, and assert those bounds in debug builds/tests.
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INFO

Oracle.sol documentation misstates meaning of
“cardinality” (population vs capacity), risking in-
correct integrations

Locations:
contracts/libraries/Oacle.sol:65-78

contract s/ Uni swapV3Pool . sol : 61- 67

Description:

Oracl e. sol repeatedly documents car di nal i ty as “the number of populated ele-
ments in the oracle array”, but the UniswapV3Pool uses/persists obser vat i onCar -

di nal ity as “the current maximum number of observations that are being stored

(i.e., capacity, not necessarily the number of initialized entries).

The implementation in Oracl e also behaves like cardi nality is a capacity
(ring-buffer modulus, potentially containing uninitialized slots after gr ow() ), and it

contains special handling for uninitialized slots.

This mismatch can mislead integrators reusing Or acl e and passing the wrong value
as cardi nal i ty, which can cause incorrect oracle reads, unexpected reverts (e.g.,

OLD), or non-termination/OOG in the search logic if invariants are violated.

Evidence:
Oracle.sol function docs:

@aram cardi nality The nunber of popul ated elenents in the oracle array

function wite(..., uintl6 cardinality, uintl6 cardinalityNext)

(contracts/libraries/Oracle.sol:73-78)

Pool’s persisted meaning:

Uni swapV3Pool . Sl ot 0

the current mexi mum nunber of observations that are being stored
ui nt 16 observationCardinality;

t he next mexi mum nunber of observations to store, triggered in observations.wite
ui nt 16 observationCardi nalityNext;
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L65-L78
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L61-L67
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(contracts/UniswapV3Pool.sol:63-66)

Impact:
Primarily a developer/integration footgun: third-party contracts using this library

could mis-track cardinality and get incorrect oracle outputs or reverts.

Recommendation:
Update Oracle.sol NatSpec to clearly define:

e cardi nal i ty: current observation buffer capacity (may include uninitialized
slots)

e cardi nal i t yNext : requested future capacity

and document how uninitialized slots are handled during the growth phase.
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INFO

Oracle.write lacks defensive validation of in-
dex/cardinality invariants (can revert or corrupt
oracle data if misused)

Location:

contracts/libraries/Oacle.sol:78-101

Description:
Oracl e.write() assumes the caller maintains several critical invariants (document-

ed in comments) but does not validate them:

e cardi nal it yUpdat ed must be >0 (otherwise (i ndex + 1) %cardi nalityUp-
dat ed is modulo-by-zero).

* i ndex should refer to the most-recently-written initialized observation within the
logical ring buffer.

If the caller passes inconsistent values (e.g., calling before initialization with car di -
nal ity == 0, or passing an i ndex that points to an uninitialized slot), the function

may:

» revert unexpectedly (division/modulo by zero), or

e write an observation derived from an uninitialized | ast observation, producing
incorrect cumulative values.

This is an input validation gap inside a library that is relied upon for correctness.

Evidence:
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L78-L101

function wite(
bservat i on[ 65535] storage sel f,
ui nt 16 i ndex,
ui nt 32 bl ockTi nmest anp,
int24 tick,
uint128 liquidity,
uint16 cardinality,
ui nt 16 cardinal it yNext
) internal returns (uintl16 indexUpdated, uint16 cardinalityUpdated) {
Qobservation nenory |ast = sel f[index];

if (last.blockTi nestanp == bl ockTi nestanp) return (index, cardinality);

if (cardinalityNext > cardinality & index == (cardinality - 1)) {
cardinal i tyUpdat ed = cardinal i tyNext;

} else {

cardinalityUpdated = cardinality;

}

i ndexUpdated = (index + 1) % cardi nalityUpdat ed; <--- requires cardinalityUpdated > 0
sel f[i ndexUpdat ed] = transforn(last, bl ockTi mestanp, tick, liquidity); <--- assunes
“last® is a valid initialized observation

Impact:

* In any integration that accidentally calls wri t e() before initialization or with
corrupted/incorrect state variables, oracle updates can revert (DoS for the calling
function) or produce incorrect oracle observations (mispricing for TWAP con-
sumers).

* In Uniswap V3 core, these invariants are intended to be maintained by
Uni swapV3Pool state; however, the lack of defense-in-depth means any future
refactor, fork, or reuse of this library has a sharper failure mode.

Recommendation:
Add defensive checks (e.g., require(cardinality > 0) and/or re-

quire(last.initialized) /bounds) or ensure callers *always* gate wite() be-
hind initialization and correct index/cardinality tracking. At minimum, document the

invariants more explicitly as *must-hold* preconditions.
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INFO

Oracle.write/transform NatSpec suggests pass-
ing end-of-interval tick/liquidity, but correct se-
mantics require pre-change values

Locations:
contracts/libraries/ O acle.sol:23-29
contracts/libraries/ O acle.sol:65-76
cont ract s/ Uni swapV3Pool . sol : 732- 742

contract s/ Uni swapV3Pool . sol : 340- 348

Description:
Oracle.transform() and Oracl e. wite() NatSpecdescribetickandliquidity

as values “at the time of the new observation”. Semantically, however, the implemen-
tation uses these parameters to integrate over the elapsed time since the previous

observation (del ta = bl ockTi nestanp - | ast. bl ockTi nest anp).

That means the correct inputs are the tick/liquidity that were active during the
elapsed interval, which—when a state change is about to happen in the current

transaction—are typically the *pre-change* values.

This is easy to misuse in other integrations because the documentation reads like you
should pass the tick/liquidity *at the end* of the interval (i.e., after you update state),

which would compute cumulatives using the wrong tick/liquidity.

Evidence:
Oracle side (note del t a is applied using the passed ti ck and | i qui di ty):

contracts/libraries/ O acle. sol
uint32 delta = bl ockTi mnestanp - | ast. bl ockTi nest anp;
return Observation({
bl ockTi mest anp: bl ockTi nmest anp,
tickCunul ative: last.tickCunulative + int56(tick) * delta,

secondsPer Li qui di t yCunul ati veX128: | ast.secondsPer Li qui di tyCunul ativeX128 +
((uint160(delta) << 128) / (liquidity >0 ? liquidity : 1)),
initialized: true

1)

Pool call sites demonstrate the *actual* required semantics (pass pre-change values):
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L23-L29
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L65-L76
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L732-L742
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L340-L348
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cont ract s/ Uni swapV3Pool . sol (swap)
observations. wite(
sl ot OStart. observati onl ndex,
cache. bl ockTi nest anp,
slotOStart.tick, tick before swap-induced tick change
cache.liquidityStart, l'iquidity before swap-induced |iquidity change

.

(and similarly in _nodi f yPosi ti on before mutating | i qui di ty)

Impact:
Documentation/code semantic mismatch can lead to incorrect oracle accumulator

values in any downstream protocol that reuses Or acl e. sol but follows the NatSpec

literally (passing post-change tick/liquidity).

Within this repository, Uni swapV3Pool uses it correctly, so the bug is primarily a cor-

rectness footgun for reuse and auditing.

Recommendation:
Clarify NatSpec for transfornm()/write() thattick and i qui dity must corre-

spond to the values that were active over the elapsed interval since the last observa-

tion (typically the pre-update values when writing in the middle of a state transition).
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INFO

Permissionless oracle observation growth al-
lows permanent state bloat and marginal
gas-griefing for on-chain consumers

Locations:
contracts/interfaces/pool /I Uni swapV3Pool Acti ons. sol : 98- 102
contract s/ Uni swapV3Pool . sol : 254- 267
contracts/libraries/ O acle.sol:103-120

contracts/libraries/Oacle.sol:153-184

Description:
i ncreaseCbser vat i onCar di nal i t yNext () is permissionless and allows anyone to

increase the pool’s oracle ring-buffer capacity up to ui nt 16 max.

Although the caller pays the one-time SSTORE loop in Oracl e. gr ow, the resulting
state size increase is permanent and slightly increases the work done by obser ve()

(binary search over a larger ring buffer). This can be used for economic griefing
against protocols that call obser ve() *on-chain* under tight gas constraints, and con-

tributes to state bloat.

Evidence:

Permissionless action:

function increaseCbservationCardi nalityNext(uintl16 observationCardinalityNext) external;

Pool exposes it without access control:

function increaseCbservationCardi nal ityNext(uint16 observationCardinalityNext) external over-
ride lock {
. observations. grow observati onCardi nal i tyNext d d, observationCardinalityNext);

}

Growth loops over every new slot:

for (uintlé i = current; i < next; i++) self[i].blockTinmestanp = 1;
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolActions.sol#L98-L102
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L254-L267
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L103-L120
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L153-L184
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observe() uses binary search across the ring buffer (more observations
=> more work):

function binarySearch(...) private view returns (...
uint256 | = (index + 1) %cardinality;

uint256 r = | + cardinality - 1;
while (true) { ... }
}

Impact:
* Permanent state bloat for pools (larger observation arrays).
» Slightly higher gas for obser ve() calls (particularly relevant if called from other
contracts).

Recommendation:
Downstream protocols should avoid tight gas assumptions around observe() and

consider bounding secondsAgos usage. If state bloat is a concern for a specific de-
ployment, consider governance/policy restricting who can call i ncr easeCbser va-

tionCardinalityNext().
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INFO

Pool has no recovery/skim mechanism for ac-
cidentally sent tokens or overpayments (assets
can be trapped)

Locations:
contracts/ Uni swapV3Pool . sol : 137- 155

contract s/ Uni swapV3Pool . sol : 455- 868

Description:
Uni swapV3Pool holds ERC-20 assets (t oken0/t okenl) and performs transfers out

only as part of swap/mint/flash settlement and fee/protocol-fee collection. There is no

generic withdrawal/rescue/skim function for:

» ERC-20 tokens mistakenly transferred directly to the pool (including tokens other
than t okenO/t oken1l)

» excess t oken0/t okenl accidentally overpaid during callbacks (mint/swap/flash
require *at least* the owed amount, so overpayment is accepted)

» forced ETH sent via SELFDESTRUCT (no r ecei ve() /f al | back() exists)

These assets can enter the contract but do not have a corresponding “outlet”.

Evidence:
Outflows are limited to Tr ansf er Hel per . saf eTr ansf er usages in col | ect, swap,

fl ash, and col | ect Prot ocol :

» col | ect : transfers t oken0/t okenl based on posi ti on. t okensOned{ 0, 1}
* swap: transfers output token amounts

o fl ash:transfers principal to r eci pi ent

e col | ect Prot ocol : transfers pr ot ocol Fees

There is no function to withdraw arbitrary ERC-20s or ETH.

Impact:
Users or integrators who mistakenly transfer tokens (or overpay during callbacks) can

lose access to those assets permanently.
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L137-L155
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L455-L868

Recommendation:
Consider adding a controlled recovery/skim mechanism (even if only for non-t okenO-

/t okenl assets or for forced ETH), or explicitly document the irreversible nature of

accidental transfers/overpayments.
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INFO

Pool-level mint/burn lack built-in slippage
bounds, enabling MEV manipulation of LP en-
try/exit amounts for naive callers

Locations:
contract s/ Uni swapV3Pool . sol : 455- 487
contract s/ Uni swapV3Pool . sol : 517-543

cont ract s/ Uni swapV3Pool . sol : 306- 372

Description:
Atthe poollevel, nmi nt () and bur n() compute required/returned token amounts pure-

ly from the current pool price (sl ot 0. sqrt Pri ceX96, sl ot 0. ti ck) and the request-

ed tick range/liquidity delta.
The pool does not include any parameters for callers to enforce:

e maximum token amounts for ni nt (), or
* minimum/expected amounts for burn() .

As a result, a naive caller who quotes expected deposit/withdraw amounts off-chain

and then submits a transaction can be MEV-sandwiched:

» An attacker front-runs with a swap to move the pool price,

e The victim's mi nt () /bur n() executes at the manipulated price, changing the
victim’s token composition,

e The attacker back-runs to restore price.

While sophisticated integrations can enforce bounds inside the callback (and com-
mon periphery contracts do), the pool itself offers no built-in protection, so direct pool

interactions or poorly designed wrappers are economically fragile.

Evidence:
m nt () takes only (recipient, tickLower, tickUpper, |iquidityAnmount,

dat a) and then computes anount 0/ anount 1 from _nodi f yPosi ti on using current

sl ot O:
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L455-L487
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L517-L543
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/UniswapV3Pool.sol#L306-L372
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cont ract s/ Uni swapV3Pool . sol
function mint(...) external override |ock returns (uint256 amountO, uint256 amountl1) {

(, int256 amountOlnt, int256 amountlint) = _nodifyPosition(...);
anmount 0 = ui nt 256( anobunt 0l nt) ;

anmount 1 ui nt 256( anount 11 nt) ;

I Uni swapV3M nt Cal | back( nsg. sender) . uni swapV3M nt Cal | back(anount 0, anountl1, data);

Amounts depend on _nodi f yPosi tion() logic:

cont ract s/ Uni swapV3Pool . sol
if (_slotO.tick < parans.tickLower) { anountO = ... }

else if (_slotO.tick < parans.tickUpper) { amountO = ...; amountl = ...
else { ampuntl = ... }

(Uni swapV3Pool . sol : 327-370)

burn() similarly computes returned amounts from current price via _nodi f yPosi -
tion().

Impact:
» LP value loss /forced composition change for naive callers or wrappers that
do not enforce slippage bounds.

» MEV amplification around large liquidity provision/removal events.

Recommendation:
» Ensure integrations enforce slippage and price bounds at a higher layer (e.g., in
the mint/burn caller contract or callback logic).

» Document clearly that pool-level actions are low-level primitives and are not safe
for direct use without slippage protection.
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INFO

Position key derivation uses abi.encodePacked
but interface docs do not specify encoding (can
cause wrong key off-chain)

Locations:
contracts/libraries/Position.sol:30-37

contracts/interfaces/pool /I Uni swapV3Pool St at e. sol : 81- 88

Description:
The canonical position key is derived with keccak256( abi . encodePacked( owner,

ti ckLower, tickUpper)).

However, the | Uni swapV3Pool St at e. posi ti ons(bytes32 key) NatSpec only
states that the key is a hash of a preimage composed of those fields, without speci-
fying packed encoding.

Because abi . encode(...) vs abi . encodePacked(. ..) produce different byte rep-
resentations, an integrator who derives key using standard ABI encoding may query

the wrong storage slot and interpret the position as empty.

Evidence:

contracts/libraries/Position.sol
position = sel f[ keccak256( abi . encodePacked(owner, tickLower, tickUpper))];

contracts/interfaces/pool /| Uni swapV3Pool St at e. sol
@ar am key The position's key is a hash of a prei mage conposed by the owner, tickLower
and tickUpper
function positions(bytes32 key) external viewreturns (...);

Impact:
Off-chain tooling / integrations may compute incorrect keys and fail to read positions

correctly, leading to operational errors.

Recommendation:
Update NatSpec to explicitly specify keccak256( abi . encodePacked( owner, ti ck-

Lower, tickUpper)) (including the exact types) as the key derivation.
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Position.sol#L30-L37
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/interfaces/pool/IUniswapV3PoolState.sol#L81-L88
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INFO

SqrtPriceMath.getAmountlDelta accepts sqrt
ratios of O (inconsistent with getAmountODelta)

Location:

contracts/libraries/SqgrtPriceMath. sol:175-194

Description:
Sqgrt Pri ceMat h. get Anount ODel t a() explicitly requires the lower sqgrt ratio to be

non-zero (requi re(sqrtRati 0AX96 > 0)), preventing invalid sqrt-price inputs that

would break the formula.

By contrast, get Amount 1Del t a() performs no analogous validation and will happily

compute an amount when one or both sqrt ratios are 0.

Although Uniswap V3 pool logic typically never supplies 0 sgrt ratios (they come
from Ti ckMat h and the pool’s sqrt Pri ceX96), the library APl is inconsistent and can

silently produce results for invalid inputs if reused elsewhere.

Evidence:

function get Amount 1Del t a(
ui nt 160 sqrt Rati 0AX96,
ui nt 160 sqrt Rati oBX96,
uint128 liquidity,
bool roundUp
) internal pure returns (uint256 amountl) {
if (sqrtRati oAX96 > sqrtRati oBX96) (sqrtRati 0AX96, sqrtRati oBX96) = (sqrtRati oBX96,

sqrt Rat i 0AX96) ;

return
roundUp
? Ful | Mat h. mul Di vRoundi ngUp(liquidity, sqrtRati oBX96 - sqrtRati 0AX96,
Fi xedPoi nt 96. Q96)
: FullMath.mul Div(liquidity, sqrtRati oBX96 - sqrtRati 0AX96, Fi xedPoi nt96. Q96);

}

Impact:
If any downstream code path ever passes sqrt Rat i 0AX96 == 0 (e.g., uninitialized/in-

valid state), get Anount 1Del t a() will not fail fast and can return misleading amounts,

potentially causing incorrect token accounting.
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/SqrtPriceMath.sol#L175-L194

Recommendation:
Consider validating that both sqrt ratios are within the expected non-zero

Uniswap range (at least > 0, ideally within [ Ti ckMat h. M N_SQRT_RATI O, Ti ck-
Mat h. MAX_SQRT_RATI O)) or clearly document that callers must provide valid sqrt ra-

tios.
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INFO

SqrtPriceMath: documented input/bounds
checks are incomplete (can return
out-of-tick-range prices or divide by zero if mis-
used)

Locations:
contracts/libraries/SqgrtPriceMath. sol: 28-56
contracts/libraries/SqrtPriceMath. sol:58-97

contracts/libraries/SqrtPriceMath. sol:99-143

Description:
Several Sqrt Pri ceMat h functions are documented as validating inputs / bounds

(“throws if price or liquidity are O, or if the next price is out of bounds”), but the actual

checks are incomplete:

1) The low-level helpers get Next Sqrt Pri ceFr omAnount ORoundi ngUp() and get -
Next Sqr t Pri ceFr omAnount 1Roundi ngDown() do not validate sqrt PX96 > 0 and
l'iquidity > 0.If called directly with sqrt PX96 == 0orliquidity == 0, they can:

 revert due to division-by-zero (nuneratorl / sqrtPX96, or/ |iquidity),or

e return an invalid next price of 0 (e.g., mul Di vRoundi ngUp(. .., sqrtPX96=0,
...) returns 0).
2) The wrappers get Next Sqrt Pri ceFr om nput () / get Next Sqrt Pri ceFr onQut -
put () only validate sqrt PX96 > 0 andliquidity > 0. They do not enforce
that the computed sqrt QX96 remains within Uniswap’s tick-price bounds ([ Ti ck-
Mat h. M N_SQRT_RATI O, Ti ckMat h. MAX_SQRT_RATI O)). It is possible (mathemati-
cally) for these functions to return a ui nt 160 value that is still within ui nt 160 range

but outside the protocol’s valid sqrt-price range, contrary to the docstring.

In Uniswap V3 Core’s current swap path this is usually mitigated by higher-level
clamping to the swap target price/limit, but the library itself does not enforce what

it claims.
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/SqrtPriceMath.sol#L28-L56
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/SqrtPriceMath.sol#L58-L97
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/SqrtPriceMath.sol#L99-L143
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Evidence:

Missing non-zero checks in low-level functions:

function get Next Sqrt Pri ceFr omAnpunt ORoundi ngUp(
ui nt 160 sqrt PX96,
uint128 liquidity,
ui nt 256 anount ,
bool add
internal pure returns (uint160) {
if (ambunt == 0) return sqrt PX96;
ui nt 256 nuneratorl = uint256(1iquidity) << FixedPoi nt 96.

return uint160( Unsaf eMat h. di vRoundi ngUp(nunerator1, (nuneratorl / sqrtPX96).add(anount)-
)
}

function getNext SqrtPri ceFr omAmount 1Roundi ngDown(

ui nt 160 sqrt PX96,

uint128 liquidity,

ui nt 256 amount,

bool add
) internal pure returns (uint160) {

ui nt 256 quotient = (anpbunt << Fi xedPoi nt 96. ) / liquidity; no |iquidity>0
check

}...

Wrapper docstrings promise “out of bounds” checks but don’t imple-
ment them:

@ev Throws if price or liquidity are 0, or if the next price is out of bounds
function get NextSqrtPriceFrom nput(...) internal pure returns (uint160) {
require(sqrtPx96 > 0);

require(liquidity > 0);
return ...;

}

Impact:
* If these helpers are called directly (or reused in other contexts) with invalid

sqrt PX96/1 i qui di ty, they can revert unexpectedly (division-by-zero) or return
sqrt QX96 ==

 EvenwithsqrtPX96 > Oandliquidity > 0, callers that rely on the wrap-
pers’ docstrings may assume sqr t QX96 is always within [ M N_SQRT_RATI O,
MAX_SORT_RATI O, but it is not explicitly enforced here. Downstream consumers
(e.g., Ti ckivat h. get Ti ckAt Sgrt Rat i o) will revert if fed an out-of-range value.

Recommendation:
 Either (a) enforce the documented preconditions/bounds in these functions (in-

cluding TickMath min/max sqrt-price range), or (b) update the documentation to
clearly state that bounds are enforced only by higher-level logic and that direct
callers must validate inputs and clamp outputs.
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INFO

Tick library functions do not validate tick index
Is within TickMath bounds

Location:

contracts/libraries/Tick.sol:60-185

Description:
Ti ck. get FeeGrowt hl nsi de(), Tick.update(), Tick.clear(), and

Ti ck. cross() accept arbitrary i nt 24 tick/ti ckLower/tickUpper values and do
not enforce that these tick indices are within the canonical Uniswap bounds [ Ti ck-
Mat h. M N_TI CK, Ti ckMat h. MAX_TI CK] .

In the canonical Uniswap V3 pool flow, the pool contract performs these validations
(e.g., via checkTi cks()), so this is usually safe. But the lack of validation in the li-
brary itself makes it easy for future refactors or alternative integrations to accidentally
write/read tick state for out-of-range ticks, which will later fail when interacting with

Ti ckMat h or tick bitmap logic.

Evidence:
For example, updat e() writes to sel f[ti ck] without bounds checks:

function updat e(
mappi ng(i nt 24 => Ti ck. I nfo) storage self,
int24 tick,
int24 tickCurrent,
int128 liquidityDelta,

) internal returns (bool flipped) {
Tick.Info storage info = self[tick];

}...

Impact:
If any call path ever bypasses higher-level tick validation, tick state can be created for

invalid ticks, potentially leading to:

e downstream reverts when computing prices (Ti ckMat h. get Sqr t Rat i oAt Ti ck)
or finding next ticks

* inconsistent accounting / inability to cross or clear such ticks
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Tick.sol#L60-L185

Recommendation:
Consider asserting tick bounds inside the library on write paths (updat e, cr oss-

, ¢l ear) or clearly documenting that callers MUST validate tick indices against Ti ck-
Mat h bounds.
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INFO

Tick.Info.initialized is not inherently equivalent
to liquidityGross !'= 0 (relies on external clear),
contrary to comment

Locations:
contracts/libraries/Tick.sol:34-37
contracts/libraries/Tick.sol:110-150

contracts/libraries/Tick.sol:152-157

Description:
Tick.Info.initializedis documented as being "exactly equivalent” to | i qui di -

tyGross !'= 0, but Ti ck. updat e() never setsinitialized back to fal se when

liquidity goes to zero.

Instead, correctness depends on the external caller remembering to invoke
Ti ck. cl ear () (which deletes the struct and resetsini ti al i zed). This is a subtle

business-logic invariant that can be broken by caller changes/refactors.

Evidence:
Comment asserting equivalence:

true iff the tick is initialized, i.e. the value is exactly equivalent to the expression

liquidityGoss !=0
bool initialized,;

(See contracts/libraries/Tick. sol : 34-37.)

But updat e() only ever setsittrue:

if (liquidityGrossBefore == 0) {

info.initialized = true;

}

(Seecontracts/libraries/Tick.sol:132-142.)

And the only way to reset is deleting the entry:
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Tick.sol#L34-L37
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Tick.sol#L110-L150
https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Tick.sol#L152-L157

function clear(mappi ng(int24 => Tick.Info) storage self, int24 tick) internal {
delete sel f[tick];

}

(Seecontracts/libraries/Tick.sol:152-157.)

Impact:
 If a caller forgets to cl ear () after |i qui di t yG oss reaches 0, the tick will
remain marked i nitialized == true withliquidityGoss == 0, violating
the documented invariant.

» This can cause other logic that checks only the i ni ti al i zed flag (e.g., snap-
shot validation patterns) to treat a tick as initialized and use stale/meaningless
accumulator values, leading to incorrect results or unexpected behavior.

Recommendation:
Either (a) update the comment to reflect the dependency on cl ear () and make the

invariant explicit, or (b) setinitialized = fal sewhenliquidityG ossAfter ==

0 inside updat e() (and still delete/clear as an optimization if desired).
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INFO

Tick.cross lacks state precondition check (can
be called on uninitialized ticks and corrupt tick
accounting)

Location:

contracts/libraries/Tick.sol:168-184

Description:

Ti ck. cross() mutates a tick’s f eeG owt hQut si de*, secondsPer Li qui di t yQut -
si dexX128, ti ckCunul ati veQut si de, and secondsQut si de by subtracting stored
values from globals, and returns | i qui di t yNet .

However, it does not validate that the tick is actually initialized (i.e., i nfo. i niti al -
ized == true/liquidityGoss != 0).Ifcross() is called on an uninitialized tick
(default-zero struct), it will still write non-zero “outside” values derived from the current
globals and timestamp.

In Uniswap V3's canonical pool flow, cr oss() is only called for initialized ticks discov-
ered via the tick bitmap, so this typically won't trigger. But as a library function, the
missing state precondition is an input-validation gap: misuse can permanently pollute

tick state and break fee/seconds accounting.

Evidence:

function cross(
mappi ng(i nt 24 => Tick. I nfo) storage self,
int24 tick,
ui nt 256 feeG owm hd obal 0X128,
ui nt 256 feeG owt hd obal 1X128,
ui nt 160 secondsPer Li qui di t yCunul ati veX128,
int56 tickCunul ative,
uint32 tine
) internal returns (int128 liquidityNet) {
Tick.Info storage info = sel f[tick];
i nfo. feeG owt hQut si de0X128 = feeG owt hd obal 0X128 - info.feeG owt hQut si de0X128;
i nfo. feeG owt hQut si delX128 = feeG owt hG obal 1X128 - info.feeG ow hQut si delX128;

i nfo. secondsQut side = tine - info.secondsCutsi de;
l'iquidityNet = info.liquidityNet;
}

Norequire(info.initialized) orequivalentis present.
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Impact:
If a call path ever invokes cross() with an uninitialized tick (e.g., due to incorrect tick

selection logic, alternative integration, or refactor), the tick’s accounting fields can be
set to values that do not correspond to any real liquidity boundary. This can lead to
incorrect fee growth calculations and broken oracle/seconds accounting for positions

that later use that tick.

Recommendation:
Add an explicit state precondition (e.g., require(info.initialized) /re-
quire(info.liquidityGoss != 0)) or clearly document that callers must only

call cross() for initialized ticks.
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INFO

TickBitmap relies on external tickSpacing con-
straints; tickSpacing=0/negative or too large can
revert or overflow int24 math

Location:

contracts/|ibraries/Ti ckBi t map. sol : 23-76

Description:
Ti ckBi tmap. f1ipTi ck() and TickBitmap. nextlnitializedTickW thi -

nOneWor d() assume ti ckSpaci ng is a positive, non-zero, and sufficiently small

integer.
The library:

o performstick %tickSpacingandtick / tickSpacing without checking
ti ckSpaci ng ! = 0, which will revert on division/modulo by zero;

* usesi nt 24-typed arithmetic like (conpr essed + sonet hi ng) * ti ckSpacing
which can wrap in Solidity <0.8 if t i ckSpaci ng is too large, returning an
incorrect next tick that may not be caught by downstream clamping.

The canonical Uni swapV3Fact ory. enabl eFeeAmount () enforcesti ckSpacing > 0
&& tickSpacing < 16384, which prevents these issues in standard deployments,

but the library itself is not self-contained and is unsafe if reused.

Code Snippet:

require(tick %tickSpacing == 0); tickSpaci ng==0 => revert
(int16 wordPos, uint8 bitPos) = position(tick / tickSpacing);

int24 conpressed = tick / tickSpacing;

next = ... * tickSpacing; potential int24 wap if tickSpacing is |arge

Impact:
If a caller supplies an invalid t i ckSpaci ng (0O/negative/too large), tick search and

bitmap flips can revert or compute incorrect ticks due to overflow/wraparound. In a
swap loop, this can cause incorrect tick traversal, missed initialized ticks, or unex-

pected behavior.

cecuro.ai cecuro 49 of 57
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Recommendation:
Enforce ti ckSpaci ng > 0 (and optionally an upper bound) at library boundaries or

document the required invariants prominently and ensure all call sites validate them.
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INFO

TickBitmap.nextinitialized TickWithinOneWord
NatSpec likely misstates distance as "256 ticks"
(actually 256 compressed ticks =>
256*tickSpacing)

Location:

contracts/|ibraries/Ti ckBit map. sol : 34-42

Description:
Ti ckBi t map. nextInitializedTi ckWthi nOneWwrd searches within a single

256-bit word of the compressed tick index (tick / tickSpacing). The NatSpec return
description says the result is “up to 256 ticks away from the current tick”, which is

ambiguous/misleading when ti ckSpaci ng > 1.

In reality, the search window is 256 compressed ticks, so the returned next can be

up to 256 * tickSpaci ng in raw tick units.

Evidence:

@eturn next The next initialized or uninitialized tick up to 256 ticks away fromthe
current tick

int24 conpressed = tick / tickSpacing;

next = ... * tickSpacing;

Impact:
Off-chain and integrator logic that relies on the comment may misestimate search

bounds and incorrectly reason about worst-case tick movement.

Recommendation:
Clarify the NatSpec to explicitly state the function searches within one 256-bit word

of the compressed tick bitmap (i.e., up to 256 * ti ckSpaci ng in raw ticks).
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INFO

TickMath.getTickAtSqgrtRatio documentation
and endpoint semantics are inconsistent ("ge-
tRatioAtTick" reference and MAX_SQRT_RATIO
inverse failure)

Locations:
contracts/libraries/TickMat h. sol : 56- 64
contracts/libraries/TickMath. sol :13-16

contracts/libraries/TickMath. sol : 48-54

Description:
Ti ckat h. get Ti ckAt Sgrt Rati o() contains documentation that does not match the

implementation and can mislead integrators:
1) The doc refers to a non-existent/incorrect function and variable:

o “greatest tick value such that get Rati oAt Ti ck(tick) <= ratio”
* “MIN_SQRT_RATIO is the lowest value get Rat i oAt Ti ck may ever return”

...but this library’s APl is get Sqrt Rat i oAt Ti ck() and the inputis sqrt Pri ceX96.

2) The library defines MAX_SQRT RATI Oas “the maximum value that can be returned
from get Sqrt Rat i oAt Ti ck” (true), but get Ti ckAt Sgrt Rati o rejects sqrt Pri ceX96
== MAX_SQRT_RATI Ovia a strict < MAX_SQRT_RATI Obound:

require(sqrtPriceX96 >= &&% sqrtPriceX96 <

This means get Ti ckAt Sqrt Rat i o( get Sqrt Rat i oAt Ti ck( MAX_TI CK)) will revert,
so the two functions are not mutual inverses at the upper endpoint. This also weakens
the comment in get Sgrt Rat i oAt Ti ck claiming rounding “so getTickAtSqrtRatio of

the output price is always consistent”.

Impact:
Primarily a semantic/documentation mismatch and endpoint footgun:

» Developers may assume get Ti ckAt Sgrt Rati o can accept any output of get -
Sqrt Rat i oAt Ti ck, including the maximum.
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» Off-chain/integration code may inadvertently pass MAX_SQRT_RATI Oand hit un-
expected reverts.
Core Uniswap V3 pool logic avoids using MAX_SQRT_RATI O directly (typically using
MAX_SQRT_RATI O - 1), but the library itself doesn’t communicate this clearly.

Recommendation:
Align the documentation with actual behavior (reference get Sqrt Rat i oAt Ti ck/sqrt -

Pri cex96, and explicitly document the strict < MAX_SQRT_RATI Orequirement and the

non-invertible upper endpoint).
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INFO

Uniswap V3 oracle is economically manipulable
for short windows / early after initialization (one
observation per block)

Locations:
contracts/ Uni swapV3Pool . sol : 235- 252
contract s/ Uni swapV3Pool . sol : 255- 267
cont ract s/ Uni swapV3Pool . sol : 269- 289
contracts/libraries/ O acle.sol:47-63
contracts/libraries/ O acle.sol:65-101

contracts/libraries/ Oracle. sol:245-258

Description:
The pool’s built-in oracle (obser ve() / snapshot Cunul at i vesl nsi de()) is designed

for TWAP use, but it has properties that make it economically manipulable when ex-
ternal consumers use short lookback windows, newly initialized pools, or low-lig-

uidity pools.
Key design points:

» Pools initialize the oracle with a single “anchor” observation containing zeroed
cumulatives.

» Oracle observations are writable at most once per block; additional swaps in
the same block do not create more oracle points.

» For secondsAgo == 0, the oracle may synthesize a counterfactual observation
for the current block using the current tick, making the instantaneous “price”
easy to influence via same-block swaps.

These behaviors are not necessarily bugs in Uniswap V3 itself, but they are a fre-
guent source of economic exploits against external protocols that treat Uniswap V3's
observe() as a manipulation-resistant oracle without imposing minimum-age/liquid-

ity/window constraints.

Evidence:
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https://github.com/Cecuro/uniswap-v3-core/blob/d8b1c635c275d2a9450bd6a78f3fa2484fef73eb/contracts/libraries/Oracle.sol#L245-L258
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Oracle starts with a single zeroed observation:

contracts/libraries/Oracle. sol
function initialize(Observation[65535] storage self, uint32 tine)
i nt er nal
returns (uintl1l6 cardinality, uintl6 cardinalityNext)
[
1
sel f[0] = Observation({

bl ockTi mest anp: ti e,

tickCunul ative: O,

secondsPer Li qui di t yCunul ati veX128: 0,
initialized: true

1)

return (1, 1);

At most one observation per block:

contracts/libraries/Oracle. sol
early return if we've already witten an observation this bl ock
if (last.blockTi mestanp == bl ockTi mestanp) return (index, cardinality);

secondsAgo==0 can use current tick (counterfactual transform):

contracts/libraries/Oracle. sol
if (secondsAgo == 0) {
Observation nenory |ast = self[index];
if (last.blockTinestanp !=tine) last = transforn{last, tine, tick, liquidity);
return (last.tickCunul ative, |ast.secondsPerLiquidityCunul ativeX128);

}

Pool exposes observe()/snapshot functionality to consumers:

contract s/ Uni swapV3Pool . sol
function observe(uint32[] calldata secondsAgos) external view override noDel egateCal |

returns (int56[] nenory tickCunul atives, uint160[] nenory secondsPer Li quidityCunul a-
tiveX128s)
{ ...}

Impact:
» External-oracle exploitation risk: Protocols that use short TWAP windows (or

secondsAgo==0) can have their price feed manipulated within a single block
using swaps/flash liquidity.

* New pool fragility: Immediately afterinitialize(), there is minimal oracle
history; early TWAPs can be dominated by attacker-controlled initial state.
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Recommendation:

o External consumers should enforce:
- sufficiently long TWAP windows,
- minimum pool liquidity,
- minimum pool age / observation cardinality,
- or multi-source oracle aggregation.

 If a deployment intends Uniswap pools to serve as strong oracles, operational-
ly increase obser vati onCar di nal i t yNext early and discourage/avoid using
newly initialized pools as price sources.
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INFO

UnsafeMath.divRoundingUp returns 0 on divi-
sion-by-zero (EVM semantics), which can silent-
ly corrupt amount/price math if callers fail to
validate denominators

Location:

contracts/libraries/ Unsaf eivat h. sol : 7-16

Description:
Unsaf eMat h. di vRoundi ngUp is implemented in assembly and explicitly does not

check fory == 0:

di vision by 0 has unspecified behavior, and nust be checked externally
assenbly {

z 1= add(div(x, y), gt(nmod(x, y), 0))
}

OnEVM, di v(x, 0) and nod(x, 0) evaluatetoO, sodi vRoundi ngUp(x, 0) returns
0 without reverting.

Impact:
If any caller mistakenly passesy == 0, computations that rely on rounding-up division

may silently produce 0, potentially:

» Miscomputing next price steps.
» Miscomputing token amount deltas.

In asset-handling contexts, this can translate into incorrect amounts owed/paid,

potentially trapping assets or enabling value leakage.

Recommendation:
Ensure all call sites validate denominators are non-zero before calling. Where prac-

tical, prefer a checked version that reverts ony == 0 for safer integration.
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INFO

‘observe() NatSpec uses incorrect log base for
tick (sqrt(1.0001) vs 1.0001)

Location:

contracts/interfaces/pool /I Uni swapV3Pool DerivedSt at e. sol : 8- 14

Description:
| Uni swapV3Pool Deri vedSt at e. observe() describes the time-weighted average

tick as being in “log base sqrt(1.0001)”, which is inconsistent with the rest of the
codebase and with the I ni ti al i ze event docs stating tick is “log base 1.0001”. Us-
ing the wrong base would scale the tick by a factor of 2, leading to incorrect price

reconstruction.

Evidence:

contracts/interfaces/pool /| Uni swapV3Pool Deri vedSt at e. sol
@ev The tinme weighted average tick represents the geonetric tine wei ghted average price

of the pool, in
| og base sqrt(1.0001) of tokenl / tokenO.

Contrasting doc in the same interface set:

contracts/interfaces/pool /I Uni swapV3Pool Events. sol
@aramtick The initial tick of the pool, i.e. |1og base 1.0001 of the starting price of

t he pool

Impact:
Off-chain code that follows this NatSpec literally may compute incorrect TWAP prices

(systematic factor-of-2 error in tick/log space), which is a numerical correctness issue

for oracles, analytics, and risk checks.

Recommendation:
Correct the NatSpec to “log base 1.0001 of tokenl1/tokenQ” (consistent with how Ti ck-

Mat h interprets ticks).
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INFO

slotO() NatSpec references non-existent
SqgrtTickMath library (should be TickMath)

Location:

contracts/interfaces/pool /I Uni swapV3Pool St at e. sol : 8- 20

Description:
| Uni swapV3Pool St at e. sl ot 0() NatSpec claims ti ck may differ from Sqrt Ti ck-

Mat h. get Ti ckAt Sqrt Rati o(sqrt PriceX96), but the canonical library/function is
Ti ckMat h. get Ti ckAt Sgrt Rati o (there is no Sqrt Ti ckMat h in this codebase).

This is minor but can mislead integrators implementing oracle/tick math.

Evidence:

This val ue may not always be equal to SqrtTi ckMath. get Ti ckAt Sqrt Rati o(sqrtPriceX96) if
the price is on a tick

boundary.
function slotO() external viewreturns (..., int24 tick, ...);

Impact:
Documentation mismatch can cause confusion and implementation mistakes for ex-

ternal consumers computing ticks/prices.

Recommendation:
Update NatSpec to reference Ti ckvat h. get Ti ckAt Sqrt Rati o(sqrt Pri cex96) .
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Advisory to Clients

Cecuro highly recommends scheduling a follow-up security assessment within six months of this report or
immediately after any significant modifications to the codebase, whichever occurs first. This practice is es-
sential for preserving the project's security posture and identifying potential vulnerabilities that may arise from
code changes or updates.

Disclaimer

The smart contracts submitted for analysis have been reviewed using Cecuro.ai's Al security analysis system,
applying industry-standard vulnerability detection patterns and best practices at the time of this report. The
findings disclosed in this report reflect the Al system's assessment of the submitted source code.

This report contains no statements or warranties on the identification of all vulnerabilities or the overall se-
curity of the code. Any security review methodology may not detect all potential issues, particularly novel
attack vectors, complex business logic flaws, or economic exploits. The report covers the code submitted at
the specified version and may not be relevant after any modifications.

Do not consider this report as a final and sufficient assessment regarding the security, utility, or bug-free
status of the code. We recommend complementing this analysis with additional independent audits and a
public bug bounty program to strengthen the security posture of your smart contracts.

Smart contracts are deployed and executed on blockchain platforms. The platform, its programming language,
compiler, and other related software may contain vulnerabilities beyond the scope of code-level analysis.
Cecuro.ai cannot guarantee the explicit security of the analyzed smart contracts.

This report does not constitute financial, legal, or investment advice. It is not a recommendation to buy, sell, or

invest in any token or project, nor an endorsement of any kind. Users should conduct their own independent
due diligence.

© Cecuro, Inc 2026. All rights reserved.
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